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1 Introduction

Until recentlythe word switchingwassynorymouswith forwardingframesbasedon link layeraddressedOf late,
the definition of switchinghasbeenextendedto includerouting packetshasedon layer 3 andlayer 4 information.
Layer 3 switches,alsoknown as|P switches,uselP addressefor network path selectionand forwarding. They
arefairly commonplaceodayandarebeingusedasreplacementfor traditionalrouters.In additionto layer2 and
3 information, a layer 4 switch examinesthe contentsof the transportlayer header suchas TCP and UDP port
numbersto determinehow to routeconnectionsLayer4 switchesareslowly makingtheirwayinto themarketplace
and are primarily usedas load balancingconnectionroutersfor sener clusters. Moving onelevel higherin the
protocolstackwe candefinealayer5 switchthatusessessiortevel information,suchasUniform Resourcé.ocators
(URL) [3], in additionto layer2-3-4informationto routetraffic in thenetwork.In this paperweshareourexperience
in designingandbuilding alayer5 switch,which we call L5. Although,theL5 systemcanpotentiallybe usedary
wherein the network,we mainly focusonits usefulnesssa front-endto a sener cluster We explorethevalueof a
contentawaresessiormrouterin a clusterof WebsenersandWeb caches.

WebsenerandWebcacheclusterq1] arecommonplacén mary large Web provider sitesandInternetService
Provider (ISP) GigaPOPs.In a typical installation,the sener andthe cacheclustersare front-endedby layer 4
switcheswhich distribute connectionsacrossthe nodesin the cluster[5]. The main objective of theselayer 4
switcheds to balancdoadamongthe senersin the cluster Since layer4 switchesarecontentblind, this approach
mandateshatthe nodesin the Web sener clusterare eithercompletelyreplicatedor sharea commonfile system.
Besidegthe storageoverhead completereplicationis alsoan administratve nightmaresinceevery time a pageis
updatedt hasto bepropagatedo all thenodesn arelatively shortperiodof time. A sharedile systempontheother
hand,increaseshe load on the sener nodesasthey have to first obtainthe file from the file sener beforeserving
it outto the client. In a Web cachecluster load balancingwithout consideringhe requestedJRL, leadsto cluster
nodeshecomingredundantnirrors of eachother The L5 systemtakesinto accountsessiorievel information,such
asURLswhenroutinga connectiorto a sener node.Consequentlyit makest possibleto partitionthe URL space
amongthe sener nodeghusimproving theperformancef the sener cluster As a sessiorawareloadbalancefor a
Web cachecluster the L5 systemeffectively partitionsthe URL spaceamongthe clusternodestherebyincreasing
thetotal amountof contentthatis cachedandimproving the performancef the cachecluster

A layer5 switch canbe a valuabletool whenit comedto distributing securesession@monga clusterof secure
Webseners. SecureHTTP [2] sessionsisethe SecureSocketlayer (SSL)[6] protocolfor privagy andauthentica-
tion. TheSSL protocolinvolvesa computationallyexpensive handshakgrocedurghatenablegheclientandsener
to authenticateachotherandsharea secret.Oncethis is done,subsequersSL sessionganbe easilysetupusing
the samesharedsecretto generatesymmetrickeys for eachsession.A contentblind dispatchingof SSL sessions
resultsin differentsessiondeingdispatchedo differentnodesin the cluster Sincethe sener nodesdo not share
theirsecretscontentlind dispatchingorcestheclientandthesenerto performhandshakeperationgor almostall
sessionsThis is computationallyexpensve andsignificantlyreduceshe numberof connectiorrequestshe sener
clustercanhandle.We shaw thatthe L5 systemcangreatlyimprove the overall throughputof a securéVeb sener
clusterby dispatchingSSL connectiondasedn sessiorinformation.

While layer 5 switchingis exciting and useful, to datevery few high-performancdayer 5 switching systems
have beenbuilt. Oneof thereasonsvhy layer5 switchesaresorareis thatmostlayer5 protocolsaredesignedo
be handledby generalpurposeCPUsat the end-hostsandtypically involve complex protocolprocessingA more
subtle but probablymorecompellingreasorwhy switchingbasedn layer5 informationis difficult, is anartifactof
the TCP[7] statemachine.Mostlayer5 protocolsthatareof interestto usrun ontop of TCP In orderfor alayer5
switchto obtainthe sessiorlevel informationnecessaryo performcontentbasedswitching,it first hasto establish
a TCP connectionto the source. Oncethe connectionhasbeenestablishedmigratingit from the switch to the
destinatioris an extremelydifficult task. In [11] the authorsproposea techniqueo migratelive TCP connections.
Unfortunately their solutionrequiresmodificationsto the TCP statemachineandthe messagdormat. Giventhe
large installedbaseof clientsandsenersusing TCP andthereluctanceof thevendorsto modify OperatingSystem
kernels ary solutionrequiringmandatorymodificationgo the TCP stackis of limited practicalvalue.
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Application level proxies[8, 9], which arein mary ways functionally equivalentto layer 5 switches,usea
differentapproachto avoid migrating TCP end-points. They establishtwo TCP connections- oneto the source
anda separateonnectiono the destination.The proxy works asa bridgebetweenhe sourceandthe destination,
copyingdatabetweerthe two connections While applicationlayer proxiesarefunctionally rich andflexible, they
cannot handlethe high volumesof datathat a switch is expectedto handle. Our objective in designingthe L5
systemhasbeento combinethe functionalitiesof applicationlayer proxiesandthe datahandlingcapabilitiesof
switchesinto onesystem.Anothersalientfeatureof the L5 systemis thatit requiresminimal configuration.Using
two applicationexampleswe describehow the L5 systemautomaticallylearnslayer 5 routing information, thus
minimizing the needfor configuration.

Therestof the paperis organizedasfollows. In section2 we describehe hardwareandsoftwarearchitecturenf
the L5 system.In section3, we describethe layer 4 processingequiredto supportlayer5 functions. Section4 is
devotedto URL basedHTTP sessiorrouting andits performanceln section5, we describehow anL5 systemcan
beusedto balanceheloadof secureHTTP sessionshatusethe SSL (SecureSocketlayer)protocol. We conclude
in section6.

2 Switch Architecture

A high levelillustrationof the L5 systemis shavnin Figure1(a). As shavn in thefigure,thelL5 systemconsistof
a switchcoreto which a numberof custombuilt intelligentport controllersareattachedln addition,the L5 system
is equippedwith a processocomple. Layer5 functions,suchasthe parsingof HTTP protocolmessageandURL
basedouting,areperformedby the processarThejob of the port controllersis to identify the packetghatrequire
layer5 processin@ndforwardthemto the processarln our designwe makesurethatonly packetghatneedto be
handledby the processoareforwardedto it. Therestof the packetsare processedby the port controllers.As we
will seelaterin the paperin mostcommonscenario®nly avery smallfractionof the packetsareprocessedby the
CPU.As aresultwe canachiese very high speedsvhile deliveringusefullayer5 functionality.

The switchfabric consistof a sharednemorycell/packetswitchingelementghatis scalableform 2.5Gbpsto
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upto 40Gbps. Our prototypeis designedarounda 10 Gbpsswitch core. It supportsperflow schedulingfor 64K

flows perport and16 differentbuffer pools. The buffer poolscanbe configuredo performthresholdbasedpacket
discard. Thesecapabilitiesof the switch coreare usedfor servicedifferentiation. It alsosupportamechanismsor

packetreplicationwhichis usefulfor supportingmulticastandport mirroringandmonitoring.

Theport controllersaredesignedo handlevariousMAC protocolsincludingFastandGigabitEthernetsATM,
and SONET Figure 1(b) shavs a simplified architectureof a port controller Thereareinput and outputcontrol
units at the interfaceto the physicallink aswell asthe switch. The multi taskingmicrocontrolleris capableof
processingnultiple packetssimultaneously The searchengineimplementdongestprefix matchin hardware.lts
mainresponsibilityis to assisthe microcontrollerto searchthroughthe routingandswitchingdatabases.

On the ingress,the input controlleris responsibldor storingincomingdatainto the dataFIFO. It is alsore-
sponsiblefor notifying the microcontrollerof the arrival of a packetby queuingan eventin therequestIFO. The
microcontrollerpolls the requestFIFO and picks up the packetsvaitingin the dataFIFO for processingAs a part
of packetprocessingthe microcontrollercanextractary partof the packetfrom the dataFIFO. In our systemwe
usethe microcontrollerfor layer 2-3-4 processing.This involvesextractingthe layer 2,3, and 4 headerdrom the
dataFIFO, composingsearchkeys usingdifferentpartsof the headersperformingoneor moresearchesisingthe
searchengine,andthenexecutingnecessangactionsbasedon the searchresults. Theseactionsare queuedn the
command-1FO andtheoutputcontrollerexecutegshe commandssthepacketieavesthe port controller Theoutput
controlleris capableof addingdatato andremaing datafrom ary part of the packet. This makessophisticated
packetprocessingsuchasheadetranslationpossible. Similar processindakesplaceon the egress.

Themicrocontrollerunsat200MHzandsupportsasophisticatedetof opcodesncludingopcodedor searching
and manipulatingthe searchtrees. Consequentlyeachpackethasa processingudgetof about300 instructions,
assuminga packetsize of 64 bytesanda link speedof 1 Gbps. This is sufficient for our purposeasthereis alsoa
searchenginethatrunsasa co-processoof the microcontroller The microcontrollerqueuesequestgo the search
enginewhich implementsan enhanced/ersionof Patricia tree. The searchenginecantraverseeachlevel of the
treein a singlemachinecycle andsupportsoth 32 and48-bitkeys. The searchenginesupportanulti-level, nested
searchtreeswhichis very usefulfor layer4 processing.

The processorcomplec is a PoverPC603ewhich is attachedo the CPU port of the switch. The software
runningon the CPU s responsibldor control functionsaswell aslayer5 data-pathifunctionswhich aredescribed
in Section3. At thetime of switchinitialization, the processodownloadsthe microcodeto the port controllers.The
searchdatabasearealsoinitialized at this time. All layer 2,3, and4 datapath processings handledby the port
controllers.Packetsrequiringlayer5 processin@reidentifiedby the port controllersandareforwardedto the CPU
for furtherprocessingln the next sectionwe discusshow the CPUandthe port controllerscoordinateo implement
layer5 switching.

3 Operational Blueprint

Thebasicworking principleof the L5 systemis similar to thatof anapplicationlayerproxy. It involvesthreemajor
stepsasshownin Figure2. First(phasd in Figure2), it interceptehe TCP connectiorsetuprequestrom the client
andrespondsdy establishinga connectiorto theclient. It actsasa proxy for the sener readingin asmuchlayer5
informationasis neededo makea routingdecision.Dependingon the specificlayer 5 protocolinvolved, it parses
thelayer5 protocolmessageanddeterminesvhereto routethe sessiorbasedn the correspondingayer5 routing
databaseAfter the routing decisionis made,it setsup a secondconnectionto the appropriatesener node(phase
Il 'in Figure2). In anapplicationlayer proxy, the processoremainson the datapathand copiesdatabetweenhe
two connectionsln the L5 system the processogetsout of the datapathat an opportunemomentby splicingthe
two TCP connectionsAfter splicing(phasdll in Figure?2), all packetprocessings handledby the port controllers
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Figure2: Exampleflow througha Layer5 Switch

leadingto very efficient datahandlingthroughthe switch. Notice thatthe splicing of the connectionsequiresTCP
sequenc@umbertranslationat the port controllers.Hence,althoughthe port controllersdo not performary layer
5 functions,they play a very critical role in ensuringthatlayer5 switchingis fastandefficient. In therestof this
section,we discussgn detail how the CPU andthe port controllerswork in harmoty to executethe threephaseof
layer 5 switchingshown in Figure2. Specificexamplesof layer5 protocolprocessingrediscussedn Sections4
and>5.

3.1 Processing at Port Controllers

To betterunderstandheworking principlesof theL5 systemJet usconsidetheexamplescenaricshavnin Figure3.
In this setup the L5 systemis usedasa front-endto a Web sener cluster Theresponsibilityof the L5 systemis to
routeHTTP requestgrom the clientsto the nodesn theclusterbasedonthe URLs in therequestsAs is typical of
mary configurationsof this nature all nodesin the clustersharea commonlP addresssayVIP, andareknown to
theexternalworld throughthis addressAdditionally, eachnodein the clusteralsohasits own uniquelP andMAC
addressed.et usassumehatthelL5 systemis configuredo performlayer5 switchingon all TCP connectionsvith
destinatioraddresd/IP anddestinatiorport 80 (defaultHTTP port).

Packetprocessingt the port controllersto which senersareconnecteds differentfrom thatat otherports. As
a result,we distinguishsener portsfrom otherportswhich we referto asclient ports. Whena packetarrivesat a
port controllerit is passedhrougha classifier The classifieris responsibldor identifying the processingheedof
the packetbasedn layer2,3,and4 headeinformation. Associatedvith eachclassifieris oneor moreactionflags
andnecessarynetainformationthatdetermine$ow the packetis processedTablesl and2 show the classification
tablesat the client andsener ports,respectiely, for the examplediscussedbelon. Notice thattherearetwo types
of classifiers- permanenandtemporary Permanentlassifiersareinstalledduring the switch initialization time
andarenot deletedunlessthereis a changein configuration. Temporaryclassifiersareinstalledandremoved as
connectionssomeand go. Eachclassifierhasa priority level associatedvith it. In the event of a conflict, the
classifiemwith thehighestpriority overridesthelower priority classifiersin ourexampleP; denotes higherpriority
thanP;, if 7 < j.
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Figure3: Typical scenaridn whichthelL5 systemis afront-endto a sener cluster

Let usnow considera HTTP sessionoriginating from client addressCA and client port CP and destinedto
address/IP andport 80. Figure4 shaownsthe timing diagramof the differentstepsinvolved during the connection
setupaswell asthe datatransferphases.The client initiates the connectionby sendinga TCP SYN packet. In
additionto settingthe SYN controlbit in the TCP headerthe clientalsochooses 32-bit startingsequencaumber
(CSEQ)which is usedto keeptrack of the datathatthe client sendso the sener. This SYN packetmakesits way
to the client port whereit is trappedby classifierC1. (in Table1) andis forwardedto the switch CPU (step1l in
Figure4).

TheCPUrecevesthepacket(step2 in Figure4) andthenrespondgstep3 in Figure4) with aSYNACK message
masqueradingsthe sener. It usesVIP:80 asthe sourceaddressand port numberin the SYNACK packet. The
startingsequenca@umber(DSEQ)is choserasDSEQ = H(CA,CP) whereH is asuitablehashfunctionthatreturns
a32-bitnumberandCA, CP aretheclient IP addresandport numbey respectiely!. Thereasorfor choosinghe
startingsequencaumberin this fashionwill beclearlater.

TheSYNACK messag@assesgstep4 in Figure4) unmodifiedthroughtheclient portandis ultimatelyroutedto
theclient. Theclientcompleteghe three-wayhandshakéy acknavledgingthe SYN from the CPU. Typically, the
client piggybackshe ACK with datawhich in this caseis the HTTP GET requestontainingthe URL. The ACK
anddatafrom the clientis againtrapped(step5 in Figure4) by classifierC'1. (in Table1) attheclient portandis
forwardedto the CPU.The CPUreceivesthe ACK anddata(step6 in Figure4) from theclient. This completeghe
three-wayhandshakeat the CPU. The CPUthenparsegshe HTTP GET requestatato checkif it hasrecevedthe
completeURL. If it hasnot received the completeURL, it waits for moreclient data(not shavn in the figure) to
makeits routingdecision.

Oncethe completeURL hasbeenrecevedandtheroutingdecisionhasbeenmade the CPU initiatesa second
TCP connectiornto the appropriateclusternode(say S1) by sending(step7 in Figure4) a SYN packetto it. This
timetheCPUmasqueradesstheclientandusegheclient’'sIP addres¢CA) andport(CP)asthesourceaddressind

LIn reality, theinput to the hashfunction alsoincludesa secretkey K thatis sharedamongthe CPU andall the port controllers. The
reasorfor providing a secretkey to the hashfunctionis to makeit harderfor an outsideobsenrer to guessawvhatthe hashfunctionis. This
will preventanattackerfrom guessinghe sequenc@umberfor a connectiorandinsertingsomepacketdn the flow. The secretkey canbe
periodicallychangedasedn the sener’s securityneeds.
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Figure4: Flow diagramindicatingthe stepsnvolvedin switchingbasedn Layer5 information

ClientPortClassifierdor HTTP
ID | DADP:SA:SP| Flags| Status | Priority | Action
C1. VIP:80:*:* ANY | Permanent P Forwardto CPU
C2. | VIP:80:CA:CP| ANY | Temporary| P, Forwardto S1

Tablel: Classifiersaatthe clientport controllet

the portnumbey respectiely. Recallthatall clusternodesbesidedeingaliasedo VIP, alsohave their own unique
IP andMAC addressesThe SYN packetis forwardedto the choserclusternodeusingits MAC addressThe CPU
alsosetsthe startingsequencaumberto CSEQ,which is the samesequencaumberthatthe clientinitially chose.
This way the acknavledgmentghat are sentbackfrom the sener to the client do not needary sequenceumber
translationsn the switch.

The SYN packetfrom the CPU travels through(step8 in Figure4) the sener port unmodified. On receiptof
theSYN, thesenersendsa SYNACK messagaddressetb theclient. Thesenerindependentlghooses starting
sequencaumbersaySSEQ.The SYNACK packetfrom the seneris trapped(step9 in Figure4) atthe sener port
by classifierC2, (in Table2). Thesenerportcontrollersnoopgheinitial sequencaumberchoserby thesener, viz
SSEQaswell astheclientaddres<A andportnumberCPfrom the SYNACK. It theninstallstemporaryclassifiers
C3, andC4, (in Table?2). ClassifierC3, trapsall clientgenerateghacketsandtranslateshe sequenc@umbersof
the ACKs from abaseof DSEQto SSEQ.Classifie€'4, trapsall packetriginatingat the sener andbelongingto
this connectiorandtranslateshe sequencaumberof the datafrom abaseof SSEQto DSEQ.Theseclassifiereset
thestagefor theensuingsplicing. NotethatDSEQcanbe computedocally sinceall portcontrollersknow the hash
function H. After thesequenc@umbertranslationthe SYNACK is forwardedto the CPU.

The CPUreceivesthe SYNACK (stepl0in Figure4). It thenforwards(stepllin Figure4) theacknavledged



Sener PortClassifierfor HTTP
ID | DA:DP:SA:SP|| Flags| Status | Priority | Action
C1, **VIP:80 ANY | Permanent P Forwardto CPU
C2, **:VIP:80 SYN | Permanent P, Learnsegnumber
InstallC3, andC4,

Forwardto CPU
C3;s | VIP:80:CA:CP || ACK | Temporary| Ps Transseqnumber
Switchto dest
C4, | CA:CP:VIP:80|| ANY | Temporary| Ps Transseqnumber
Forwardto CPU/CA

Table2: Classifiersaatthe sener port controllet

clientdatastoredatthe CPUto the sener. This mayinvolve multiple exchangegnot shovn in thefigure) between
thesenerandthe CPU.Datapacketssentto the sener by the CPUundego headettranslation(step12in Figure4)

at the sener port controller Onceall acknavledgedclient datahasbeensuccessfullyreceved by the sener, the

CPU cangetitself out of the datapathby splicingthe connectiong.

Splicingis accomplishedby installingtemporaryclassifierC2. atthe client port controller ClassifierC2. (in
Tablel) overridesthedefaultpermanentlassifierC'1. andforwardsall packet$elongingto this specificconnection
directly to thesener nodeinsteadof forwardingit to the CPU.Also, classifierC'4, (in Table2) atthesener portis
updatedso that packetselongingto this connectioranddestinedo the client aredirectly forwardedto the client
insteadof the CPU. After splicing, packetsfrom the sener arriving at the sener port and matchingthe classifier
C4, (in Table2) aresentdirectly to the client after sequenc&umbertranslation.The client port doesnot perform
ary transformatioron the packetsdestinedo theclient. ACKs from theclientarenow trappedby classifierC2.. (in
Tablel) attheclient portandaredirectly forwardedto the sener portfor delivery to the sener node.At the sener
node,the ACKs matchclassifierC4, (in Table2) andundego sequenc&umbertranslationandarethendelivered
to thesener. Thetemporaryclassifiersaretimed out after configurableperiodsof inactivity. The searchengineis
equippedwith hardwaremechanismso identify inactive classificatiorentriesandautomaticallyaddthemto a list
of inactive classifiers A low priority taskprocessethis list andtakesappropriateaction.

3.2 Processing at CPU

Althoughthebulk of thelayer4 processindgakesplaceatthe port controllersthe CPUalsoplaysanimportantrole.
It actsasthe end-pointsfor the TCP connectiongo the client andthe sener, copiesdatabetweerthe connections
until they are spliced,andfinally splicesthe connectionby sendingthe appropriatecontrol messageso the port
controllers.TheCPUmaintainsa controlblock for eachlayer5 requesit handlesThecontrolblockis createdafter
the client hasacknavledgedthe SYNACK (step6 Figure4). Notethatthe CPU caneasilyidentify the ACK sent
in respons@o a SYNACK by hashingheclientaddressandportnumberto generatdSEQandcheckingit against
the sequenca&umberin the ACK. Hashingclient addressand port numberto generatehe DSEQ also facilitates
splicing. Knowing the hashfunction, the port controllerscan computethe sequenceumberdocally. This helps
avoid additionalcontrolmessagebetweerthe CPU andthe port controllers. Anotherusefulside effect of picking
thesequencaumber(DSEQ)in this fashionis thatit raiseshebarrierfor SYN flood attacksagainsthe L5 system
andthe sener cluster Since thecontrolblockis creatednly aftertheclientrespondso the SYNACK, it requiresa

2Thesplicingof the connectionsnayalsooccuratalater pointdependingon thelayer5 protocolprocessar



lot moreresourcesttheclientto launchaSYN flood attack.Onceestablishedthecontrolblocksaretimedoutafter
a configurableperiodof inactiity following the spliceor on receiptof a cleanupmessagé&om the portcontrollers.

Besidesthe functionsdescribedabore, the CPU hasto dealwith a few subtle problemswhile splicing TCP
connections. Handling of TCP options[15] is one of the issuesthat deseres specialattention. TCP supports
variousoptionalfunctionssuchas maximumsegmentsize (MSS), window scalefactor, timestamp,and selectve
acknavledgmen{SACK) [10]. Theseoptionsarenegotiatedduringtheinitial TCPhandshakandthesetof options
supporteday boththe client andthe sener are usedfor the connection.Sincethe L5 systemproxieson behalfof
thesener, it hasto negotiateTCP optionswith the client. However, at thetime of connectiorsetup the L5 system
doesnot know the specificsener nodethe connectiorwill beroutedto andthe capabilitiesof the TCP stackin that
sener node. As a result,option nggotiationbecomesa bit tricky. If the switch acceptsa specificoptionwhich is
not supportedy the sener nodeto which the connectioris ultimatelyroutedto, splicingthe connectiondbecomes
impossible. The easiestvay for the L5 systemto handlethis problemis to rejectall TCP options. A betterand
preferredapproachs to queryall the senersin the clusterandto enumeratéhe minimum setof optionssupported
by all nodesin the cluster It canthensupportthis minimal setof optionswhile settingup connectionswith the
clients.

For mostTCP options,the port controllersdo not have to performary complicatedperationsTheonly excep-
tion is SACK. With SACK, therecever caninform the sendeaboutall non-contiguousegmentsthathave arrived
successfully Thisis representedsa list of the blocksof contiguoussequencepacddentifiedby thefirst andlast
sequencaumbersof theblock. This essentiallymeanghatthe sener port controllermayhave to performmultiple
sequenceumbertranslationsn packetghat containthe SACK option. Alternatively, packetswvith SACK option
canbebetreatedasexceptionpacketandcanbe handledby the CPU.

3.3 Performance

As mentionedbefore,the port controllerscanperformlayer 2-3-4 processingat wire-speedandare not the bottle-
neck. It is the performanceof the processocomple thatlimits thethroughputf the L5 system.We measuredhe
overheadsssociatedavith differentstepsof the datapathexecutedat the CPU. The measurementseretakenon a
processocomple equippedwith a233MHz PoverPC603eprocessqr32 KB of dataandinstructioncachesb12
MB of memoryrunningOSOpen.We instrumentedhe datapatifor detailedprofiling of variousprocessingteps
shavn in Figure4. Theinstrumentedlatapathwasusedto capturea sequentiaflow of time-stampedavents. The
time-stampsreof sub-microsecongranularityandaretakenby readinga real-timeclock which is anintegral part
of the PoverPCCPUs.We useda two-instruction assemblyanguageoutineto readtwo 32-bit clock registerswith
minimal overhead.

Our measurementshow thatthe overheadassociateavith steps2 & 3 (Figure4) combinedis 42 usecs.The
overheadassociatedvith step6 is 13 usecs.Time takenfor step7 is 52 usecsandStep10 & 11 togethertake22
usecs.Hencethetotal overheadof layer 4 processingat the CPUis 129 psecs. In additionto layer 4 processing
the CPU also hasto handlelayer 5 datapathfunctions. As we will seelaterin the paperthe overheadof layer
5 processings small comparedo the layer 4 datahandling. Our resultsshow that the L5 systemis capableof
handlingover 7000layer 5 sessiongper second. Assumingan averagetransfersize of 15 KB 3 per sessionthis
shouldbeableto sustainthe throughputof a Gigabitlink.

#15KB is theaveragetransfersizefor the SPECweb9616] benchmark



4 HTTP Router

In this section,we explore the useof the L5 systemin routing HTTP requestaisingURLs andothersessiorevel
information. Thisis particularlyusefulin ervironmentswherethe L5 systemis usedasa front endto a clusterof
Webcachesand/orWebseners. As afront endto a clusterof Web cachesthe L5 systemensureshatthereis cache
affinity whenit is makingthedecisionto routea HTTP request.This effectively increaseshe numberof pageghat
arecachedn theclusterresultingin a greatethit rate. Content-basedispatchingcanalsobe usedasanalternatve
to sharinga distributedfile systemacrossa clusterof web seners. In general the requirementgor eachof these
ervironmentsareslightly differentandit is worthwhileto considerthemseparately

4.1 Dispatchingto Web Caches

Recently the needfor improved Web performancéhasresultedin the creationof distributedWeb cacheghat co-
operatewith eachotherto increasehe amountof web coveragethatthey canprovide. Someof thesenetworksof
cachesarearrangedn a hierarchicaffashion[4, 18] Alternatively, Web cachexanbe organizedasa loosecluster
of distributedcaches.In this case,eachcachekeepstrack of the pagesthat are cachedat their peersby running
a specialprotocolcalledInter-CacheProtocol (ICP) [19]. In typical installations HTTP requestdrom clientsare
distributedamonga clusterof cachesisingalayer4 dispatcherlf therequeste@ontentis notpresenin thecache,
it is fetchedfrom anothempeerwhereit belongsandis thensenedto theclient. An L5 systemworkingasanHTTP
routerobviatesthe needfor cachego run ICP andalsoreducesinnecessarinter-cachdransfersof webpages Ad-
ditionally anL5 systencaneasilyidentify thenon-cacheablpagessuchasCGl scripts,andforwardtheserequests
directly to the appropriatesener. This not only reducedransferlatenciesput lessengheloadon the caches.The
L5 systemalsoimprovesthe effective throughpuif the cacheclusterby partitioningthe contentamongthe caches.
Contentpartitioningreduceghe working setsize of the contentat eachnodeandthusimprovesthe likelihood that
the pagesarecachedn memoryratherthanstoredon thedisk.

TheCacheArray RoutingProtoco( CARP)[17], isanalternatveto ICP. It routesWebrequests$o theappropriate
cacheby usinganimplicit mappingbetweerthe URLs andthe caches.In CARP a hashfunctionis appliedto the
requestedJRL andasingle32 bit valueis obtained.Anotherhashfunctionis appliedto the namesof eachof the
prospectie downstreancachesandthe corresponding?2 bit valuesareobtainedfor eachof these. The hashvalue
for the URL is thencombinedwith the hashvaluefor eachof the downstreamcachesanda resulting“score” is
obtained.The Web requesis forwardedto the cachethathasthe highestscore.For a clusterof Web cachesanL5
systemworking asa contentawaredispatchelis an elegantalternative to CARP It cantransparentlynterceptthe
HTTP requestgrom the clientsandroutethemto oneof the cachesn the cluster Routingcanbe performedeither
implicitly usingvariationsof CARP or throughan explicit mappingbetweenthe URLs and their corresponding
cachesNotethatwith a contentawaredispatcherthe clientsdo not needto run CARP nordo they needto beaware
of thedownstreancaches.

4.2 DispatchingtoWeb Servers

Content-basedispatchinganbequiteusefulin themanagemerdf largeWebsites suchaswww.geocities.  com
andwww.tripod.co  mwhich hostmillions of Web pages. As mentionedbefore,thesesitesusemultiple Web
senersorganizedasa clusterto handlehigh volumesof traffic. The sener clusteris front-endedby a layer4 load
balancetto distributetraffic amongthe sener nodes.Sincelayer4 dispatchings contentblind, all contenthasto
be accessibldrom eachnodein the cluster Completereplicationof all contentis oneway to ensurethat eachof
the senershasaccesgo the full content. While completereplicationis feasiblefor small sites, it is wastefuland
expensiein large sites. It is alsoanadministratve nightmareto propagatehe updatedo all senersand maintain
consisteng amongthem.An alternatie to completereplicationis to usea distributedfile systemwhichis mounted
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on all of the sener nodes.Oneof thedravbacksof a distributedfile systemis thatit increasesheload on eachof
theseners. If the pageis not cachedocally, the sener nodehasto first obtainthefile from afile sener andthen
only canit seneit outto therequestinglient. This alsodoublesthe networkoverheadasthe pagehasto makeits
way from thefile senerto the Web Sener beforebeingsentout to theclient.

The L5 systemworking asa HTTP routeris a perfectsolutionfor this ervironment. By dispatchingHTTP
requestbasedon URLS, the L5 systemobviatesthe needfor a distributedfile systemor a completereplicationof
the content.It allows the contentto be partitionedor partially replicatedbasedon performanceneedsyesultingin
significantimprovementin the efficiengy of the sener cluster

In orderto quantify theimpactof layer5 switchingon sener performancewe conducteda simpleexperiment
usinga small clusterof Web seners. Our testbedconsistedf threelBM RS/6000model43P-200senersrunning
AIX 4.2,with eightPCsworking asclients. The senerswereequippedvith a PoverPC604eCPUrunningat 200
MHz with 32 KB of on-chip4-way associatte instructionand datacachesa 512 KB direct mappedsecondary
cacheand128MB of RAM. Theclientmachinesvere266 MHz Pentiumll PCsrunningLinux 2.0.35.Eachof the
senerswasrunningthe Apacheversionl.2.4Websener.

We usedthe SPECweb96§16] benchmarkto generateclient workload for our sener cluster The workload
generatedy SPECwehs designedo mimic theworkloadon regular Web seners. More specifically theworkload
mix is built out of filesin four classesfiles lessthan1KB accountfor 35% of all requestsfiles betweenlKB and
10KB accountfor 50% of requests14% betweenl0OKB and 100KB, andfinally 1% betweenl100KB and 1MB.
Thereare9 discretesizeswithin eachclass(e.g. 1 KB, 2 KB, on up to 9KB, then10 KB, 20 KB, through90KB,
etc.),resultingin atotal of 36 differentfilesin eachdirectory(9 in eachof the 4 classes)Thenumberof directories
is basedon the target workload. For example,with a workload of 500 requestper secondtherewere a total of
100directories.Accessesvithin a classare not evenly distributed;they areallocatedusinga Poissondistribution
centeredaroundthe midpointwithin the class. The resultingaccespatternmimics the behaior wheresomefiles
(suchas*index.html”) aremorepopularthantherest,andsomefiles (suchas“mydog.qgif’) arerarelyrequested.

We conductedhreesetsof experiments onewheretheentiresetof fileswasreplicatedon eachof the seners,
a secondsetwith someof the files sharedusingNFS, anda third setwith a partitionedfilesetand contentaware
dispatchingFor thefirst experimenttheentirefilesetconsistingof 100directorieseachwith 36 files, wasreplicated
on all thesener nodes.For the NFS experimentswe partitionedthe filesetequallyacrosghe differentsenersand
NFSmountedtheremainingfilesetsontoeachof theseners. For instancewith 3 senersin thecluster eachsener
hadathird of thefiles locally wherea2/3 of thefiles wereNFS mountedrom the othertwo seners. For thethird
setof experimentsthefilesetwaspartitionedin the sameway asin the NFS experiment.However, in this casethey
werenotmountedontheothernodesrathertheclientrequestsvereappropriatelyoutedto thesenerswhich hosted
them.

Figure5 shavsthelateng vs. throughputplotsfor the threesetsof experiments.As shownn in the figure, with
completelyreplicatedcontent,a two sener clusterwas ableto registera SPECVéb96 performanceof over 300
ops/secanda threesener clusterwas ableto supportcloseto 450 ops/sec.With an NFS mountedfile system,
the sener clusterperformedvery poorly andbarely supported?00 ops/seawith threenodesin the cluster This is
not surprisinggiven that a majority of the requestsvould not be found locally on the seners. If the file wasnot
cachedocally thewebsenerwouldfirst have to obtainthefile throughNFSandthensene it outto theclientwhich
effectively doubledthe work involved. The highestthroughputwasachieved in the final setof experimentsvhere
the clientrequestwereappropriatelyroutedto the seners. In this casethe clusterof 3 senerswasableto support
closeto 500 ops/sec.lt is interestingto notethatthe final experimentachieved a greaterthroughputhanthe first
onewherethe contentwasfully replicated.Thereasorfor this higherperformances becausén thelastcaseeach
sener seesa smallersetof distinctrequestandsotheworking setsizeis reduced.This improvesthelikelihood of
asenerbeingableto sene therequesfrom its memory
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Figure5: SPECWb96performancen aclusterwith 2/3 seners

421 Content to Server Mapping

To beableto dispatchtHTTP requestbasedn URLSs, the L5 systemhasto know the mappingfrom the URL to the
web sener (or cache)on which the pageresides.As a front-endto a clusterof Web cachedt may be sufficient to
routetherequesbasedon a simplehashof the URL. A dravbackof this approaclis thatthe hashfunctionassigns
ary given URL to a singleWeb cache. If therearesome“hot” pagesthat are accessedery frequentlythenthis
schemecanresultin a ratherpoorload distribution asmostof the requestaill beroutedto a singlecachein the
cluster Oneway of alleviating this problemis to modify the mappingfunction so thata URL mapsto a setof
candidatevebcachesTherequesis thenforwardedto the leastloadedweb cache.Alternatively, a mappingfrom
the URL to Web cachecanbebuilt onthefly astheinitial HTTP requestaredispatched11]. Whenanew request
arrives,it is assignedo theleastioadedcache A hashtableis maintainedhatmapstherequestedRL to thecluster
nodeit is routedto. Whena repeatrequestarrives, a simple hashlookup identifiesthe clusternodeon which the
pagecanbefound. This schemecanbe modifiedto allow a mappingbetweera requesainda setof nodeswith an
incomingrequesbeingassignedo theleastloadedcachein this set[11].

Whenthe L5 systemis usedasafront-endto a clusterof Web senerstheproblemis slightly morecomplicated.
In this casethe L5 systemis not responsibldor distributing the contentto differentsener nodesandhencecannot
learnit automatically Consequentlyits first taskis to identify the locationof the content. If the Web pagesare
organizedin a structuredfashion,a simple static configurationmay be sufficient. We are implementinga more
ambitiousschemewherethe L5 systemlearnsthe mappingusingan URL ResolutionProtocol(URP). In mary
waysURPis similar to the AddressResolutionProtocol(ARP) [12] in thesenseahatit usesa simplesetof request-
responsenessaget resohethe URL to sener mapping.

Wheneerthe L5 systenmseesanew requesit multicastsan URP queryto the all-server-nodes multicastgroup.
Eachsener noderunsan URP agentthatjoins this multicastgroup. On receiptof a URP querythe agentchecksto
seeif therequestedRL is hostedonthissener. If theURL is presenttheagentsendsaunicastURPresponsdack
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www.tripod.com/explore/sports/feature/index.html
www.tripod.com/explore/sports/feature/superbowl/index.html
www.tripod.com/explore/sports/evel/read5a.html

serverl

N— www.tripod.com/explore/some/*
www.tripod.com/explore/more/*
www.tripod.com/explore/some-more/*

~—"

server2

L5 Switch

N—1 www.lycos.com/*

server3

URL request =>  www.tripod.com/explore/sports/featurefindex.htm

Responses from Servers gene? => 111t

Server3 => 00000

Figure6: Exampleof URL ResolutionProtocol

to the L5 system.Notethattheremaybemorethanoneresponséo an URP query If therearemultiple responses
to agivenquery theL5 systemforwardsthe HTTP requesto the leastloadedsener. Thel5 systemalsostoreshe
URL to sener ID mappingandusesit for all subsequentequestdor this page.

In contrasto the Web cacheervironment,in a clusterof websenerswe expectthe Web pagedo bedistributed
amongthe sener nodesin a more structuredfashion. For instance,it is possiblethat all documentswith path
www.tripod.co  m/ex plor e/s port s/* areonasinglesener machine.lf thatis the case,|t is suflicientfor
the L5 systemto storethe mappingfrom this prefix to the appropriatesener, therebyaggreating the mapping
information. Aggregationnotonly reducegshememoryrequiremenfor storingthemappingfromaURL to asener,
but alsospeedsaip the lookup process.However, discovering structurein the contentspaceandexploiting thatfor
aggreationis notatrivial task.

TheURPagentonthel5 systemattemptgo discoverthe structurein the contentspacerom the URPresponse
messagandusesthatinformationfor constructionof the URL routing database The aggr@ationprocesss best
describedvith anexample.Considettheclusterof senersshavn in Figure6 andassumehatthe Webpagesaredis-
tributedamongthe senersasindicatedin the figure. Whenthe L5 systemreceivesa GET requestfor the URL
http://www.tr ipod .com/ex plor e/sp ort s/fe atur e/i ndex.htm | it multicaststhe corresponding
URP gueryto all the seners. The senerscheckfor pageswith increasingengthsof prefixes and respondwith
abit vector If asenerhostspageswith a particularprefix, it setstheappropriatéit in the bit vector Otherwisethe
bit is cleared For example,considettheresponsérom sener 2. It haspageswith www.tripod.co  masaprefixas
well aspageswith www.tripod.com /exp lore asaprefix. Consequentlyit setsthefirsttwo bitsin its response
with all theremainingbits clearedasit doesnothave ary pageswith www.tripod.co  m/explo re/s por ts .

The L5 systemcollectsall the responseandidentifiesthe sener (or seners)whoseresponsenatcheghe full
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| Maxlevel | Lookuptime (usec) | Memory (KB) |

1 2.38 8.4

2 4.69 30.10
3 8.98 116.93
4 9.93 416.55
5 10.00 462.26

Table3: URL lookupperformanceisinghashtree.

URL. Thisisthesenerwhichcansenethe URL requestlt thenidentifiesthefirst bit positionfrom theleft whereall
theotherresponsebave azero. Thisindicateghesmallesprefixin the URL thatcanbeusedtio unambiguouslynap
URL requestdo this sener. For the exampledepictedin Figure6 the L5 systemconcludeghat Sener 2 contains
all theweb pageswith pathwww.tripod.c  om/expl ore/ spor ts/ *. Notethatwe do notassumeeliability
in the URPprotocolandsotheaggr@ationis only performedf aresponsés recevedfrom all theseners.

4.2.2 URL Lookup

Oneof theimportantcomponentsf HT TP routingis finding the sener nodethathoststherequestedvebpage.The
datastructureusedto storethis mappingof URLsto sener nodesdepend®n the specificapplicationernvironment.
For example,for routing in a Web cacheclusterwherethe contentspacehasvery little structure,a hashtableis
probablythe bestchoice. For routingin a Web sener cluster it may be possibleto exploit the structurein the
contentspaceby usinga datastructurethat allows prefix matches.We are consideringboth hashtablesand data
structureghatfacilitate prefix matchingfor usein the L5 system.For prefix matchingwe usemultilevel hashtrees
whereeachlevel in the hashtreecorrespond$o alevelin the URL.

Whenthe L5 switchusesa flat hashtableto storethe URL routingdatabasethelookupprocesss very simple.
The URL containedn therequestss hashedisinganappropriatehashfunctionandthe correspondindpashbucket
is searchedor a completematch. If a matchexists, the requesis forwardedto the appropriatesener node. If the
searchingof the hashbucketfails to yield a match,the URL resolutionprotocolis invokedto resohe the URL.
Searchinghrougha multi-level hashtreeis a bit morecomple. In this casethe L5 systemsearcheshroughthe
treelevel by level. At eachlevel it usesthe hashof thecorrespondingub-stringn the URL asthekey. Thesearch
continuedraversingthe treeuntil eithera matchingleaf hasbeenreachedr a mismatchhasbeenidentified. In the
first casetherequesis forwardedto the appropriatesener whereasn the secondcase URP s invokedto resolhe
the URL.

To estimatethe overheadof URL lookup, we constructedh multilevel hashtreewith about20,000URLs from
the19960lympic Website. We startedwith asimplehashfunctionandsetthedefaultsizeof all hashbucketso 256.
After populatingthetreewith all the URLSs, we examinedthehashbucketsandrevisedthehashfunctionsandbucket
sizesto minimize overflov andunderflav conditions. Table3 showns the overheadof URL lookupbothin termsof
thelookuptime aswell asthememoryconsumptiorfor differentlevelsof aggregation. Sincewe don’t know exactly
how the pagesweredistributedacrossthe differentsenerswe cant predictthe exact amountof aggregationthat
is attainable.Ratherwe list the resultsfor differentlevels of aggrgationwherean aggrgationto level 3 implies
thatonly thefirst threecomponent®f the pathnamearerequiredto identify the sener (or seners)on which the
pageresidesThelookuptime wascomputedoy measuringhe averagesearchimefor the URLs over atraceof 7.5
million requestsenedby the 19960lympic Websener.

As shawvn in the table, the accesdime variesfrom 2.38 usecwhenthe treeis aggreatedafter the first level
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to 10 usecwhenthe treeis aggrgatedafter the 5th level. Note that aggr@ation dramaticallyreducesmemory
consumption.To comparethis resultto the performanceof the flat hashschemewe createda flat hashtablewith
the samenumberof bucketsthatareusedin thefull hashtree. The averagelookuptime usingtheflat hashscheme
wasb.87 usec. Theamountof memoryrequiredto storetheflat hashtablewas1 MB, morethandoubletheamount
requiredfor thefull multilevel hashtree. Thisis dueto the factthatin the flat hashtable eachnodestoresthe full
URL asopposedo the partial URLs storedby eachnodein the multilevel hashtree.

Dueto the large numberof clients and senersrequiredto saturatethe systemiit is very difficult to measure
the actualthroughputof the L5 system.Hence,we estimatethe throughputof the L5 systemasa HTTP routerby
measuringheoverheadf HTTP parsingandURL lookup. Ourresultsshow thattheoverheacf HTTP parsingand
URL lookupis substantiallysmallerthanthelayer4 functionsperformedoy the CPU.Onthe averagethe combined
costof HTTP parsingand URL lookupis about15 psec. Soit takesa total of 144 usec(129 usecdueto layer 4
processingjo routea HTTP requestThis translatego a throughpuif around7000connectionpersecond.

5 Sdf Learning SSL Dispatcher

Electroniccommercde-commerceapplicationsareone of the fastestgrowing segmentsof the Internet. The most
conspicuoudeaturethat differentiatesan e-commercepplicationfrom other Internetapplicationss security In
almostall instancesthe SecureSocketd ayer(SSL) protocol[6] is usedto ensuresecurityin e-commercapplica-
tions. While theimportanceof SSLin the contect of e-commerceapplicationsannotbe overstressedit addssig-
nificantoverheado protocolprocessingespeciallyat the sener end. Consequentlyjlarge e-commercénstallations
useclustersof senersto improve scalability In this section,we discusshe problemsassociatedvith dispatching
SSL sessionsgo thenodesn asener clusterandshov how the L5 systemcanbe usedto addresshis problem.

5.1 SSL Session Reuse

SSL typically runsover TCP. A client wishing to establisha securechannelto the sener hasto first setupa TCP
connectiorto thesener. Oncethe TCP connections establishedthe client andthe sener authenticateachother
andexchangesessiorkeys. This phasds known asthe SSLhandshakeandit is computationallyery expensve asit

typically involvespublic key cryptographyOncethe handshakés completethetwo partiessharea secretwhichis

usedto constructa securechannebetweerthe clientandthesener. In contrasto the handshakperformedduring
the establishmenof a new sessionthe reestablishmentf an SSL sessioris relatively simple. The client simply
specifieghe sessioriD of the old or existing sessiorit wishesto reuse.The sener checksto determinef the state
associateavith this sessionis still in its cache.|f the sessiorstateexistsin the cache,it usesthe storedsecretto

createkeysfor thesecurechannel.

Figure7 shaws a typical messagdlow betweena client anda sener during SSL handshakendthe numbers
in bold indicatethe overheadassociatedavith eachstep. The sener certificatesverefor 1024-bitprivatekeys. All
measurementaereon an RS/6000model 43P equippedwith a 200 MHz PoverPC604erunningAlX 4.2. As is
clearfrom the figure, reuseof existing sessiorstatecanreducethe costof connectionsetupby several ordersof
magnitude.Sincethe sessiorsetupoverheads a very significantpart of the total overheadassociateavith secure
transactionseffective sessiorreusesubstantiallyimprovesthe numberof securdransactionfiandledby the sener.

Figure8 shawvs the impactof sessiorreuseon the performancef NetscapeEnterpriseSener 3.5 andApache
1.2.4(with SSLeay0.8). For theseexperimentswe usedan|BM RS/6000model43Pasthesener. A clusterof PCs
running SPECweb96suitably modifiedto generateHTTPS* traffic, wereusedasclients. We usedRC4 [14] for
dataencryptionandMDS5 [13] for messagauthenticationsincethesearethe mostcommonlyusedciphersin real

*HTTPrequestsver SSL.
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Figure7: Messagédlow in SSLhandshak@rotocol.

life 5. We variedthedegreeof sessiomeusefrom 0-100%.Whensessiomeusds 0%all SSLsessionsetupbetween
the sener andthe clientsrequirea full handshakeWhensessiorreuseis 100%,only thefirst SSL sessiorsetup
betweerthe seneranda clientinvolvesa full handshakeAll subsequerntonnectionseusethealreadyestablished
sessiorstatebetweenthe sener andthe client. Whenthe percentagef sessiorreuseis between0 and 100, the
clientsreusethe samesessiorfor a certainnumberof timesdependingon the value of the reusepercentageThe
figuresspeakfor themselesandclearlydemonstratéhebenefitsof sessiorreuse.

In therestof this section,we focuson SSL sessioreusen thecontect of asener cluster To betterunderstand
the problemconsidera scenaricsimilar to the onedepictedin Figure3 wherea clusterof Web senersareserving
HTTPrequest®ver SSL.TheL5 systemis responsibldor dispatchingheincomingSSL connectiongo thesener
nodeswith the objective of balancingthe load amongthem. This scenariais typical of mary large e-commerce
installationswhich have to handlethousand®f secureWeb transaction®very second. At presentthe common
practiceis to usea layer 4 load balancingswitch that distributesconnectiongo sener nodesdisregarding SSL
sessiorlevel information. Sincethe sener nodesdo not sharetheir sessiorcachesthis approacheadsto poor SSL
sessiomreuseefficieng. An easyway to improve thereuseefficiengy is to routeall connectiongrom a clientto the
samesener node.Unfortunatelythis approachmay causesevereloadimbalanceamongthe nodesn thecluster A
layer4 dispatchercannotdistinguishbetweertwo differentclientsthatarebehindthe samefirewall or proxy. As a
result,it routesconnection®riginatingfrom all clientsbehinda firewall or a proxy to the samesener node leading
to massve loadimbalance Sincea large percentagef Internetclientsarebehindproxiesandfirewalls, this posesa
seriousproblemwith no obvioussolutions.

Fromthe above discussionijt is clearthat a clusterervironmentcomplicatessessiorreuseunlessthe cluster
nodessharethe sessiorcache.While sharingof sessiorcacheis feasible therearemary technicalobstacleghat
makesit difficult. First, for securityreasonsijt is not advisableto makethe sessioncacheaccessibleover the
network. Evenif onedisregardsthe securityadvisory at a minimum one hasto makesurethat both the session
cachesandtheir clientsauthenticateeachotherappropriately Creatingsuchan infrastructurerequiresa comple
configurationandis anadministratve nightmare.Secondthis approachrequiresmodificationgo the SSL libraries
andstandardizationf sessiorcacheinterfacessothatdifferentimplementation®f SSL cansharethe sessiorstate
informationwith eachother

An elggantandmuchbetteralternatve to sharingthe SSL sessiorcacheamongthe nodesin a clusteris to use
a SSL sessiorawaredispatcherSucha dispatchercanlearnthe SSL sessiorto clusternodemappingsy snooping
on SSLmessageandcandispatchthe sessionmeuserequestso the appropriatesener nodesusingthis mapping.In

5Both NetscapeandMicrosoft Web browvsersuseRC4andMD5 asdefaults.
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Figure8: SPECweb9®erformancen a clusterwith 2/3 seners.
thefollowing, we describehow the L5 systemcanbeusedfor this purpose.

5.2 Session Aware Dispatching

The basicstepsinvolved in sessionaware dispatchingof SSL connectionsare similar to the URL basedrouting
discussedn the previous section. As the client requestio setupa TCP connectionarrivesat the L5 systemiit is
intercepteddy the port controllerandis forwardedto the CPU. The CPU establishes connectiorto the clientand
waitsfor the SSLsessiorsetupmessageUponreceving the SSLsessiorsetupmessageheSSL protocolprocessor
parseshe messagandextractsthe sessioriD containedn themessageBasedon the sessioriD it decideswhich
sener nodehassessiorstatecorrespondingdo this session.Oncethe appropriatesener is identified, it setsup a
seconcconnectiorto the senernodeandforwardsthesetuprequestTheresponsérom theseneris interceptedy
theportcontrollerandis forwardedio the CPU.The CPUparseshemessagandextractsthesessiornD information
containedn it to updateits sessionD to sener nodemapping.It thensplicesthe two connectionsandgetsout of
thedatapath.

Understandinghe stepsinvolvedin SSL sessiorewaredispatchingrequiresa knowledgeof the messagéow
involved in SSL sessiorsetup(seeFigure 7). After the underlying TCP sessiorhasbeenestablishedthe client
initiatesthe SSL connectionby sendinga Hello messagéo the sener. The Hello messagéncludesa sessionD
field whichis emptyif anew SSLsessions to beestablishedFigure7(a)). In responseo theclientHello, thesener
picksa sessionD andthensendsa Hello of its own which includesthe sessionD. The sener Hello is followed
by the sener certificatewhich containghe sener’s publickey. The client verifiesthe certificate generates secret,
andencryptsit with the public key obtainedfrom the sener’s certificate. This is sentto the sener which performs
a decryptionusingits privatekey, thusobtainingthe secret. This sharedsecretis thenusedto generatesymmetric
keys for encryptionandmessageauthenticationUntil this pointall the messageareexchangedn theclearandare
potentiallyavailableto the L5 system.Oncethe secretkeys have beengeneratedy both sides,the client andthe
sener startusingencryptionandmessagauthentication.

Whenreconnectingo the samesener, a client canreusethe sessiorstateestablishedluring a previous hand-
shake.In this casetheclient sendsa Hello messageavhichincludesthe sessioriD of the sessiorit wishesto reuse.
If thesener still hasthe sessiorstatein its cachethe clientandthe sener undego a shortexchanggFigure7(b)),
leadingto thereestablishmerdf thesessiorstate.Otherwisethesener picksanew sessioriD andafull handshake
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Figure9: Impactof sessiorsessiorawaredispatchingon sener performance.

is performed.It is importantto notethatevenin this casethe client andthe sener Hello messagearesentin the
clear

The L5 systeminterceptsthe client Hello messagend extractsthe sessionD. If the sessionD is zero,that
meansa new sessiorhasto be establishedSener affinity doesnot dictatethe sessiomrouting decisionin this case.
Instead Joad balancingamongthe clusternodesis usedasthe guiding criterion. If the sessionD is non-zerothe
SSL protocolprocessosearchegis databasef sessiorlD to clusternodemappinggo determinewhich sener the
connectiorshouldberoutedto. ThelL5 systembuilds up the sessioriD to sener nodemappingby interceptinghe
sener Hello messageandextractingthe sessioriD setby thesener. Notethatthe L5 systemdoesnotrequireary
additionalconfiguratiorfor SSLsessiorawaredispatchingoeyondwhatis requiredfor loadbalancing As it routes
requestgo setupnewv SSL sessionaisingthe guidelinesfor load balancing it automaticallylearnssener nodeto
sessioniD mappingsanduseshis informationto routesessiorreuserequests.

SessionD to sener nodemappingsaretimed out after a configurablgimeoutperiod. If the timeoutvalueis
choseno bethesameasthe sener’s sessiorcachetimeout,it is possibleto achieve nearperfectreuseefficiengy. If
thetimeoutvalueusedby the L5 systemis larger thanthat usedby the sener nodes,a reuserequesimay be mis-
routedto a sener nodewhich no longerhasthe sessiorstatein its cache.Onthe otherhand,if theL5 systemuses
asmallertimeoutvaluethanthe sener, it maynothave thesessionD to senernodemappingwhenareuserequest
arrivesatthe system.n eithercase a new sessiorhasto be establishedhetweertheclientandthe senernode.The
L5 systemlearnsthesessioriD for this new sessiorby snoopingonthesener Hello messageAll subsequentuse
requestareroutedcorrectly

Figure9 shaws the impact of sessionaware dispatchingon the Apachesener 1.2.4 using SSLeay0.8. For
this experiments,we usedthreeidentical senerssimilar to the one usedfor experimentsin Figure8. The load
wasgeneratedisinga PC clusterrunning SPECweb9&uitably modifiedto generateHTTPStraffic. Figure9(a)
shaws the performanceof the sener clusterwhenthe load balancelis unavareof layer5 sessionsanddispatches
connectiongdasedon layer 4 informationonly. Figure9(b) shawvs the performancef the sener clusterwhenthe
connectiongreroutedto maximizesessiomeuse In bothcaseswe variedthedegreeof sessiomeusdrom 0-100%.

As Figure9(a)shavs,whenSSLsessionsireblindly dispatchedo nodesn thecluster theaggrgatethroughput
of the cluster saturatesat around30-35 connectiongper seconddependingon the degree of sessionreuse. As
expected,the degreeof sessiorreusehaslittle impacton performance.Thereis however an interestinganomaly
thatcanbe obsenred at low utilizationswherethe lateny increasesvith the degreeof sessiorreuse. This is due
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to the fact that Apachemaintainsa global cacheto storeall SSL sessiorstatein additionto the perprocesscache
maintainedby the sener processesWhile processing reuserequestthe sener procesdirst checksts local cache
for ahit. If it fails to find a matchin its local cacheit searcheshe globalcachefor a hit. As the degreeof session
reuseincreasesso doesthis futile searchthroughthe global cache. This resultsin anincreasedateng for the
connectionghat requesta reuseof sessiorstate. This resultsin a higheraveragelateny asthe level of session
reuseis increasedWhenthe utilization level is sufficiently high asignificantamountof time is spentwaiting for the
CPUandsothis effectis maskedat higherloads.Figure9(b) demonstrateBow SSL sessiorawaredispatchingcan
substantiallimprove the performancef thesener cluster In this caseasthe degreeof reuseincreasesodoesthe
throughputof the sener cluster With 80% sessiorreusethe threesener clustercansustaina throughputof about
100 connectionger second almosttriple the throughputachievedin the previous experimentat the samelevel of
reuse With 100%reusewe obsenre asix fold improvementin the performance.

We arein the processof evaluatingthe performanceof the L5 systemasa sessionaware dispatchemnf SSL
connectionsPreliminarymeasurementsdicatethatthe CPU overheador routing SSL sessiondasedon session
ID is very closeto thatof routingHT TP sessionsisingURLS. We estimatehatthe L5 systemwill beableto handle
about7000HTTPSrequestpersecond.

6 Conclusions

In this paper we shareour experiencesn the designandimplementatiorof alayer5 switchingsystemnamedL5.
Thel5 systenusessessiorevel informationin additionto layer2-3-4informationto routetraffic in the network.It
combineghefunctionalitiesof anapplicationayerproxy andthe datahandlingcapabilitiesof a switchinto asingle
system.By migratingall of the layer 4 processindo the port-controllersve areableto achieve a high throughput
throughtheL5 system.In this papeywe alsodiscusgheusefulnessf thelL5 systemasa contenthasedouterfront-
endingasener cluster Usingapopularwebbenchmarkwe clearlydemonstrat¢éhe benefitsof the L5 systemin the
context of two applicationexampleshamelyURL basedoutingandsessiorawaredispatchingdof SSLconnections.

Thework presentedn this papercanbe extendedin mary ways. We are currentlyexploring the useof the L5
systemfor contentbasedservicedifferentiation.Contentbasedservicedifferentiationis particularlyusefulin large
e-commercsitesto differentiateseriousuyersfrom casuabrowsers.Contentbasedservicedifferentiationcanalso
beusedto provide servicedifferentiationbasedn userprofiles. Websenersoftensetcookiesto identify usersand
track sessiorinformation. TheL5 systemcanmakeuseof the cookiesin the HTTP requestso determinethelevel
of servicerequiredby a givenconnection.We arealsoinvestigatingthe usefulnes®f the L5 systemasa content
basedilter atISPandcorporateaccesgatavays.
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