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1 Introduction

Until recentlytheword switchingwassynonymouswith forwardingframesbasedon link layeraddresses.Of late,
thedefinitionof switchinghasbeenextendedto includeroutingpacketsbasedon layer3 andlayer4 information.
Layer 3 switches,alsoknown asIP switches,useIP addressesfor networkpathselectionandforwarding. They
arefairly commonplacetodayandarebeingusedasreplacementsfor traditionalrouters.In additionto layer2 and
3 information,a layer 4 switch examinesthe contentsof the transportlayer header, suchasTCP andUDP port
numbers,to determinehow to routeconnections.Layer4 switchesareslowly makingtheirwayinto themarketplace
andareprimarily usedas load balancingconnectionroutersfor server clusters. Moving one level higher in the
protocolstack,wecandefinealayer5 switchthatusessessionlevel information,suchasUniformResourceLocators
(URL) [3], in additionto layer2-3-4informationto routetraffic in thenetwork.In thispaper, weshareourexperience
in designingandbuilding a layer5 switch,which we call L5. Although,theL5 systemcanpotentiallybeusedany
wherein thenetwork,we mainly focuson its usefulnessasa front-endto a server cluster. We explorethevalueof a
contentawaresessionrouterin a clusterof WebserversandWebcaches.

Webserver andWebcacheclusters[1] arecommonplacein many largeWebprovidersitesandInternetService
Provider (ISP) GigaPOPs.In a typical installation,the server and the cacheclustersare front-endedby layer 4
switcheswhich distribute connectionsacrossthe nodesin the cluster [5]. The main objective of theselayer 4
switchesis to balanceloadamongtheserversin thecluster. Since,layer4 switchesarecontentblind, thisapproach
mandatesthat thenodesin theWebserver clusterareeithercompletelyreplicatedor sharea commonfile system.
Besidesthe storageoverhead,completereplicationis alsoanadministrative nightmaresinceevery time a pageis
updatedit hasto bepropagatedto all thenodesin arelatively shortperiodof time. A sharedfile system,ontheother
hand,increasesthe loadon the server nodesasthey have to first obtainthefile from thefile server beforeserving
it out to theclient. In a Webcachecluster, loadbalancingwithout consideringtherequestedURL, leadsto cluster
nodesbecomingredundantmirrorsof eachother. TheL5 systemtakesinto accountsessionlevel information,such
asURLswhenroutinga connectionto a server node.Consequently, it makesit possibleto partitiontheURL space
amongtheservernodesthusimproving theperformanceof theservercluster. As asessionawareloadbalancerfor a
Webcachecluster, theL5 systemeffectively partitionstheURL spaceamongtheclusternodes,therebyincreasing
thetotalamountof contentthatis cachedandimproving theperformanceof thecachecluster.

A layer5 switchcanbea valuabletool whenit comesto distributingsecuresessionsamonga clusterof secure
Webservers.SecureHTTP[2] sessionsusetheSecureSocketLayer(SSL)[6] protocolfor privacy andauthentica-
tion. TheSSLprotocolinvolvesacomputationallyexpensivehandshakeprocedurethatenablestheclientandserver
to authenticateeachotherandsharea secret.Oncethis is done,subsequentSSLsessionscanbeeasilysetupusing
the samesharedsecretto generatesymmetrickeys for eachsession.A contentblind dispatchingof SSLsessions
resultsin differentsessionsbeingdispatchedto differentnodesin thecluster. Sincetheserver nodesdo not share
theirsecrets,contentblind dispatchingforcestheclientandtheserverto performhandshakeoperationsfor almostall
sessions.This is computationallyexpensive andsignificantlyreducesthenumberof connectionrequeststheserver
clustercanhandle.We show thattheL5 systemcangreatlyimprove theoverall throughputof a secureWebserver
clusterby dispatchingSSLconnectionsbasedonsessioninformation.

While layer 5 switchingis exciting anduseful, to datevery few high-performancelayer 5 switchingsystems
have beenbuilt. Oneof thereasonswhy layer5 switchesaresorareis thatmostlayer5 protocolsaredesignedto
behandledby generalpurposeCPUsat theend-hosts,andtypically involve complex protocolprocessing.A more
subtle,but probablymorecompellingreasonwhy switchingbasedonlayer5 informationis difficult, is anartifactof
theTCP[7] statemachine.Most layer5 protocolsthatareof interestto usrun on top of TCP. In orderfor a layer5
switchto obtainthesessionlevel informationnecessaryto performcontentbasedswitching,it first hasto establish
a TCP connectionto the source. Oncethe connectionhasbeenestablished,migrating it from the switch to the
destinationis anextremelydifficult task. In [11] theauthorsproposea techniqueto migratelive TCPconnections.
Unfortunately, their solutionrequiresmodificationsto the TCP statemachineandthe messageformat. Giventhe
largeinstalledbaseof clientsandserversusingTCPandthereluctanceof thevendorsto modify OperatingSystem
kernels,any solutionrequiringmandatorymodificationsto theTCPstackis of limited practicalvalue.
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(a)SwitchArchitecture. (b) PortControllerArchitecture.

Figure1: Switch& PortControllerArchitectures.

Application level proxies[8, 9], which are in many ways functionally equivalent to layer 5 switches,usea
differentapproachto avoid migratingTCP end-points.They establishtwo TCP connections– oneto the source
anda separateconnectionto thedestination.Theproxy worksasa bridgebetweenthesourceandthedestination,
copyingdatabetweenthe two connections.While applicationlayerproxiesarefunctionallyrich andflexible, they
cannot handlethe high volumesof datathat a switch is expectedto handle. Our objective in designingthe L5
systemhasbeento combinethe functionalitiesof applicationlayer proxiesandthe datahandlingcapabilitiesof
switchesinto onesystem.Anothersalientfeatureof theL5 systemis that it requiresminimal configuration.Using
two applicationexampleswe describehow the L5 systemautomaticallylearnslayer 5 routing information, thus
minimizing theneedfor configuration.

Therestof thepaperis organizedasfollows. In section2 wedescribethehardwareandsoftwarearchitectureof
theL5 system.In section3, we describethe layer4 processingrequiredto supportlayer5 functions.Section4 is
devotedto URL basedHTTPsessionroutingandits performance.In section5, we describehow anL5 systemcan
beusedto balancetheloadof secureHTTPsessionsthatusetheSSL(SecureSocketLayer)protocol.We conclude
in section6.

2 Switch Architecture

A high level illustrationof theL5 systemis shown in Figure1(a).As shown in thefigure,theL5 systemconsistsof
a switchcoreto which a numberof custombuilt intelligentport controllersareattached.In addition,theL5 system
is equippedwith a processorcomplex. Layer5 functions,suchastheparsingof HTTPprotocolmessagesandURL
basedrouting,areperformedby theprocessor. Thejob of theport controllersis to identify thepacketsthatrequire
layer5 processingandforwardthemto theprocessor. In our design,we makesurethatonly packetsthatneedto be
handledby theprocessorareforwardedto it. Therestof thepacketsareprocessedby theport controllers.As we
will seelaterin thepaper, in mostcommonscenariosonly a very smallfractionof thepacketsareprocessedby the
CPU.As a resultwecanachievevery highspeedswhile deliveringusefullayer5 functionality.

Theswitchfabric consistsof a sharedmemorycell/packetswitchingelementsthat is scalableform 2.5Gbpsto
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upto 40Gbps.Our prototypeis designedarounda 10 Gbpsswitch core. It supportsper-flow schedulingfor 64K
flows perport and16 differentbuffer pools.Thebuffer poolscanbeconfiguredto performthresholdbasedpacket
discard.Thesecapabilitiesof theswitchcoreareusedfor servicedifferentiation.It alsosupportsmechanismsfor
packetreplicationwhich is usefulfor supportingmulticastandport mirroringandmonitoring.

Theport controllersaredesignedto handlevariousMAC protocolsincludingFastandGigabitEthernets,ATM,
andSONET. Figure1(b) shows a simplified architectureof a port controller. Thereare input andoutputcontrol
units at the interfaceto the physicallink as well as the switch. The multi taskingmicrocontrolleris capableof
processingmultiple packetssimultaneously. The searchengineimplementslongestprefix matchin hardware.Its
mainresponsibilityis to assistthemicrocontrollerto searchthroughtheroutingandswitchingdatabases.

On the ingress,the input controller is responsiblefor storing incomingdatainto the dataFIFO. It is alsore-
sponsiblefor notifying themicrocontrollerof thearrival of a packetby queuinganevent in therequestFIFO. The
microcontrollerpolls therequestFIFO andpicksup thepacketswaiting in thedataFIFO for processing.As a part
of packetprocessing,themicrocontrollercanextractany partof thepacketfrom thedataFIFO. In our system,we
usethe microcontrollerfor layer2-3-4 processing.This involvesextractingthe layer2,3, and4 headersfrom the
dataFIFO, composingsearchkeys usingdifferentpartsof theheaders,performingoneor moresearchesusingthe
searchengine,andthenexecutingnecessaryactionsbasedon the searchresults. Theseactionsarequeuedin the
commandFIFOandtheoutputcontrollerexecutesthecommandsasthepacketleavestheportcontroller. Theoutput
controller is capableof addingdatato andremoving datafrom any part of the packet. This makessophisticated
packetprocessing,suchasheadertranslationpossible.Similarprocessingtakesplaceon theegress.

Themicrocontrollerrunsat200MHzandsupportsasophisticatedsetof opcodesincludingopcodesfor searching
andmanipulatingthe searchtrees. Consequently, eachpackethasa processingbudgetof about300 instructions,
assuminga packetsizeof 64 bytesanda link speedof 1 Gbps.This is sufficient for our purposeasthereis alsoa
searchenginethatrunsasa co-processorof themicrocontroller. Themicrocontrollerqueuesrequeststo thesearch
enginewhich implementsan enhancedversionof Patricia tree. The searchenginecantraverseeachlevel of the
treein a singlemachinecycle andsupportsboth32and48-bit keys. Thesearchenginesupportsmulti-level, nested
searchtreeswhich is veryusefulfor layer4 processing.

The processorcomplex is a PowerPC603ewhich is attachedto the CPU port of the switch. The software
runningon theCPUis responsiblefor control functionsaswell aslayer5 data-pathfunctionswhich aredescribed
in Section3. At thetimeof switchinitialization,theprocessordownloadsthemicrocodeto theportcontrollers.The
searchdatabasesarealsoinitialized at this time. All layer 2,3, and4 datapathprocessingis handledby the port
controllers.Packetsrequiringlayer5 processingareidentifiedby theport controllersandareforwardedto theCPU
for furtherprocessing.In thenext section,wediscusshow theCPUandtheportcontrollerscoordinateto implement
layer5 switching.

3 Operational Blueprint

Thebasicworkingprincipleof theL5 systemis similar to thatof anapplicationlayerproxy. It involvesthreemajor
stepsasshown in Figure2. First (phaseI in Figure2), it interceptstheTCPconnectionsetuprequestfrom theclient
andrespondsby establishinga connectionto theclient. It actsasa proxy for theserver readingin asmuchlayer5
informationasis neededto makea routingdecision.Dependingon thespecificlayer5 protocolinvolved,it parses
thelayer5 protocolmessagesanddetermineswhereto routethesessionbasedon thecorrespondinglayer5 routing
database.After the routingdecisionis made,it setsup a secondconnectionto theappropriateserver node(phase
II in Figure2). In anapplicationlayerproxy, theprocessorremainson thedatapathandcopiesdatabetweenthe
two connections.In theL5 system,theprocessorgetsout of thedatapathat anopportunemomentby splicingthe
two TCPconnections.After splicing(phaseIII in Figure2), all packetprocessingis handledby theport controllers
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Figure2: Exampleflow througha Layer5 Switch

leadingto very efficient datahandlingthroughtheswitch. Noticethatthesplicingof theconnectionsrequiresTCP
sequencenumbertranslationat theport controllers.Hence,althoughtheport controllersdo not performany layer
5 functions,they play a very critical role in ensuringthat layer5 switchingis fastandefficient. In therestof this
section,we discussin detailhow theCPUandtheport controllerswork in harmony to executethe threephasesof
layer5 switchingshown in Figure2. Specificexamplesof layer5 protocolprocessingarediscussedin Sections4
and5.

3.1 Processing at Port Controllers

To betterunderstandtheworkingprinciplesof theL5 system,letusconsidertheexamplescenarioshown in Figure3.
In this setup,theL5 systemis usedasa front-endto a Webserver cluster. Theresponsibilityof theL5 systemis to
routeHTTP requestsfrom theclientsto thenodesin theclusterbasedon theURLs in therequests.As is typicalof
many configurationsof this nature,all nodesin theclustersharea commonIP address,sayVIP, andareknown to
theexternalworld throughthis address.Additionally, eachnodein theclusteralsohasits own uniqueIP andMAC
addresses.Let usassumethattheL5 systemis configuredto performlayer5 switchingonall TCPconnectionswith
destinationaddressVIP anddestinationport 80(defaultHTTPport).

Packetprocessingat theport controllersto which serversareconnectedis differentfrom thatat otherports.As
a result,we distinguishserver portsfrom otherportswhich we refer to asclient ports. Whena packetarrivesat a
port controllerit is passedthrougha classifier. Theclassifieris responsiblefor identifying theprocessingneedsof
thepacketbasedon layer2,3,and4 headerinformation.Associatedwith eachclassifieris oneor moreactionflags
andnecessarymetainformationthatdetermineshow thepacketis processed.Tables1 and2 show theclassification
tablesat theclient andserver ports,respectively, for theexamplediscussedbelow. Notice that therearetwo types
of classifiers– permanentandtemporary. Permanentclassifiersareinstalledduring the switch initialization time
andarenot deletedunlessthereis a changein configuration.Temporaryclassifiersareinstalledandremoved as
connectionscomeand go. Eachclassifierhasa priority level associatedwith it. In the event of a conflict, the
classifierwith thehighestpriority overridesthelowerpriority classifiers.In ourexample	�
 denotesahigherpriority
than 	�� , if 
���� .
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Let us now considera HTTP sessionoriginating from client addressCA andclient port CP anddestinedto
addressVIP andport 80. Figure4 shows the timing diagramof thedifferentstepsinvolvedduring theconnection
setupaswell as the datatransferphases.The client initiates the connectionby sendinga TCP SYN packet. In
additionto settingtheSYN controlbit in theTCPheader, theclientalsochoosesa 32-bit startingsequencenumber
(CSEQ)which is usedto keeptrackof thedatathat theclient sendsto theserver. This SYN packetmakesits way
to the client port whereit is trappedby classifier����� (in Table1) andis forwardedto the switch CPU(step1 in
Figure4).

TheCPUreceivesthepacket(step2 in Figure4) andthenresponds(step3 in Figure4) with aSYNACK message
masqueradingasthe server. It usesVIP:80 asthe sourceaddressandport numberin the SYNACK packet. The
startingsequencenumber(DSEQ)is chosenasDSEQ = H(CA,CP) where� is asuitablehashfunctionthatreturns
a 32-bit number, andCA, CParetheclient IP addressandport number, respectively � . Thereasonfor choosingthe
startingsequencenumberin this fashionwill beclearlater.

TheSYNACK messagepasses(step4 in Figure4) unmodifiedthroughtheclientportandis ultimatelyroutedto
theclient. Theclient completesthethree-wayhandshakeby acknowledgingtheSYN from theCPU.Typically, the
client piggybackstheACK with datawhich in this caseis the HTTP GET requestcontainingtheURL. The ACK
anddatafrom theclient is againtrapped(step5 in Figure4) by classifier����� (in Table1) at theclient port andis
forwardedto theCPU.TheCPUreceivestheACK anddata(step6 in Figure4) from theclient. This completesthe
three-wayhandshakeat theCPU.TheCPUthenparsestheHTTP GET requestdatato checkif it hasreceivedthe
completeURL. If it hasnot received thecompleteURL, it waits for moreclient data(not shown in thefigure) to
makeits routingdecision.

OncethecompleteURL hasbeenreceivedandtheroutingdecisionhasbeenmade,theCPUinitiatesa second
TCPconnectionto theappropriateclusternode(sayS1)by sending(step7 in Figure4) a SYN packetto it. This
timetheCPUmasqueradesastheclientandusestheclient’sIP address(CA) andport(CP)asthesourceaddressand�

In reality, the input to the hashfunction alsoincludesa secretkey � that is sharedamongthe CPU andall the port controllers. The
reasonfor providing a secretkey to thehashfunction is to makeit harderfor an outsideobserver to guesswhat thehashfunction is. This
will preventanattackerfrom guessingthesequencenumberfor a connectionandinsertingsomepacketsin theflow. Thesecretkey canbe
periodicallychangedbasedon theserver’s securityneeds.
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ClientPortClassifiersfor HTTP
ID DA:DP:SA:SP Flags Status Priority Action!�"�#

VIP:80:*:* ANY Permanent $&% Forwardto CPU!(')#
VIP:80:CA:CP ANY Temporary $+* Forwardto S1

Table1: Classifiersat theclientport controller.

theport number, respectively. Recallthatall clusternodesbesidesbeingaliasedto VIP, alsohave their own unique
IP andMAC addresses.TheSYN packetis forwardedto thechosenclusternodeusingits MAC address.TheCPU
alsosetsthestartingsequencenumberto CSEQ,which is thesamesequencenumberthattheclient initially chose.
This way the acknowledgmentsthat aresentbackfrom the server to the client do not needany sequencenumber
translationsin theswitch.

TheSYN packetfrom theCPU travels through(step8 in Figure4) theserver port unmodified.On receiptof
theSYN, theserver sendsaSYNACK messageaddressedto theclient. Theserver independentlychoosesa starting
sequencenumber, saySSEQ.TheSYNACK packetfrom theserver is trapped(step9 in Figure4) at theserver port
by classifier

!('-,
(in Table2). Theserverportcontrollersnoopstheinitial sequencenumberchosenby theserver, viz

SSEQaswell astheclientaddressCA andportnumberCPfrom theSYNACK. It theninstallstemporaryclassifiers!(.-,
and

!0/1,
(in Table2). Classifier

!(.-,
trapsall client generatedpacketsandtranslatesthesequencenumbersof

theACKs from a baseof DSEQto SSEQ.Classifier
!0/1,

trapsall packetsoriginatingat theserver andbelongingto
thisconnectionandtranslatesthesequencenumberof thedatafrom abaseof SSEQto DSEQ.Theseclassifieresset
thestagefor theensuingsplicing.NotethatDSEQcanbecomputedlocally sinceall portcontrollersknow thehash
function 2 . After thesequencenumbertranslation,theSYNACK is forwardedto theCPU.

TheCPUreceivestheSYNACK (step10 in Figure4). It thenforwards(step11 in Figure4) theacknowledged
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Server PortClassifiersfor HTTP
ID DA:DP:SA:SP Flags Status Priority Action3�465

*:*:VIP:80 ANY Permanent 7&8 Forwardto CPU3(9 5
*:*:VIP:80 SYN Permanent 7+: Learnseqnumber

Install
3(;-5

and
30<=5

Forwardto CPU3(; 5
VIP:80:CA:CP ACK Temporary 7?> Transseqnumber

Switchto dest30< 5
CA:CP:VIP:80 ANY Temporary 7?> Transseqnumber

Forwardto CPU/CA

Table2: Classifiersat theserver port controller.

client datastoredat theCPUto theserver. This mayinvolvemultiple exchanges(not shown in thefigure)between
theserver andtheCPU.Datapacketssentto theserver by theCPUundergoheadertranslation(step12 in Figure4)
at the server port controller. Onceall acknowledgedclient datahasbeensuccessfullyreceived by the server, the
CPUcangetitself out of thedatapathby splicingtheconnections: .

Splicing is accomplishedby installingtemporaryclassifier
3(9A@

at theclient port controller. Classifier
3(9)@

(in
Table1) overridesthedefaultpermanentclassifier

3�4 @
andforwardsall packetsbelongingto thisspecificconnection

directly to theserver nodeinsteadof forwardingit to theCPU.Also, classifier
30< 5

(in Table2) at theserver port is
updatedso thatpacketsbelongingto this connectionanddestinedto theclient aredirectly forwardedto theclient
insteadof the CPU.After splicing,packetsfrom the server arriving at the server port andmatchingthe classifier30< 5

(in Table2) aresentdirectly to theclient aftersequencenumbertranslation.Theclient port doesnot perform
any transformationon thepacketsdestinedto theclient. ACKs from theclientarenow trappedby classifier

3(9 @
(in

Table1) at theclient port andaredirectly forwardedto theserver port for delivery to theserver node.At theserver
node,theACKs matchclassifier

30< 5
(in Table2) andundergo sequencenumbertranslationandarethendelivered

to theserver. Thetemporaryclassifiersaretimedout afterconfigurableperiodsof inactivity. Thesearchengineis
equippedwith hardwaremechanismsto identify inactive classificationentriesandautomaticallyaddthemto a list
of inactiveclassifiers.A low priority taskprocessesthis list andtakesappropriateaction.

3.2 Processing at CPU

Althoughthebulk of thelayer4 processingtakesplaceat theportcontrollers,theCPUalsoplaysanimportantrole.
It actsastheend-pointsfor theTCPconnectionsto theclient andtheserver, copiesdatabetweentheconnections
until they arespliced,andfinally splicesthe connectionby sendingthe appropriatecontrol messagesto the port
controllers.TheCPUmaintainsacontrolblock for eachlayer5 requestit handles.Thecontrolblockis createdafter
theclient hasacknowledgedtheSYNACK (step6 Figure4). Note that theCPU caneasilyidentify theACK sent
in responseto a SYNACK by hashingtheclient addressandportnumberto generateDSEQandcheckingit against
the sequencenumberin the ACK. Hashingclient addressandport numberto generatethe DSEQalsofacilitates
splicing. Knowing the hashfunction, the port controllerscancomputethe sequencenumberslocally. This helps
avoid additionalcontrolmessagesbetweentheCPUandtheport controllers.Anotherusefulsideeffect of picking
thesequencenumber(DSEQ)in this fashionis thatit raisesthebarrierfor SYN floodattacksagainsttheL5 system
andtheservercluster. Since,thecontrolblock is createdonly aftertheclient respondsto theSYNACK, it requiresaB

Thesplicingof theconnectionsmayalsooccurata laterpointdependingon thelayer5 protocolprocessor.
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lot moreresourcesat theclientto launchaSYN floodattack.Onceestablished,thecontrolblocksaretimedoutafter
a configurableperiodof inactivity following thespliceor on receiptof a cleanupmessagefrom theportcontrollers.

Besidesthe functionsdescribedabove, the CPU hasto dealwith a few subtleproblemswhile splicing TCP
connections.Handling of TCP options[15] is one of the issuesthat deserves specialattention. TCP supports
variousoptionalfunctionssuchasmaximumsegmentsize(MSS),window scalefactor, timestamp,andselective
acknowledgment(SACK) [10]. Theseoptionsarenegotiatedduringtheinitial TCPhandshakeandthesetof options
supportedby both theclient andtheserver areusedfor theconnection.SincetheL5 systemproxieson behalfof
theserver, it hasto negotiateTCPoptionswith theclient. However, at thetime of connectionsetup,theL5 system
doesnot know thespecificserver nodetheconnectionwill beroutedto andthecapabilitiesof theTCPstackin that
server node. As a result,option negotiationbecomesa bit tricky. If the switchacceptsa specificoptionwhich is
not supportedby theserver nodeto which theconnectionis ultimatelyroutedto, splicingtheconnectionsbecomes
impossible.The easiestway for the L5 systemto handlethis problemis to rejectall TCP options. A betterand
preferredapproachis to queryall theserversin theclusterandto enumeratetheminimumsetof optionssupported
by all nodesin the cluster. It canthensupportthis minimal setof optionswhile settingup connectionswith the
clients.

For mostTCPoptions,theportcontrollersdonot have to performany complicatedoperations.Theonly excep-
tion is SACK. With SACK, thereceiver caninform thesenderaboutall non-contiguoussegmentsthathave arrived
successfully. This is representedasa list of theblocksof contiguoussequencespaceidentifiedby thefirst andlast
sequencenumbersof theblock. Thisessentiallymeansthattheserver port controllermayhave to performmultiple
sequencenumbertranslationsin packetsthat containthe SACK option. Alternatively, packetswith SACK option
canbebetreatedasexceptionpacketsandcanbehandledby theCPU.

3.3 Performance

As mentionedbefore,theport controllerscanperformlayer2-3-4processingat wire-speedandarenot thebottle-
neck. It is theperformanceof theprocessorcomplex thatlimits thethroughputof theL5 system.We measuredthe
overheadsassociatedwith differentstepsof thedatapathexecutedat theCPU.Themeasurementsweretakenon a
processorcomplex equippedwith a 233MHz PowerPC603eprocessor, 32 KB of dataandinstructioncaches,512
MB of memoryrunningOSOpen.We instrumentedthedatapathfor detailedprofiling of variousprocessingsteps
shown in Figure4. The instrumenteddatapathwasusedto capturea sequentialflow of time-stampedevents.The
time-stampsareof sub-microsecondgranularityandaretakenby readinga real-timeclockwhich is anintegralpart
of thePowerPCCPUs.We useda two-instructionassemblylanguageroutineto readtwo 32-bit clock registerswith
minimaloverhead.

Our measurementsshow that the overheadassociatedwith steps2 & 3 (Figure4) combinedis 42 C secs.The
overheadassociatedwith step6 is 13 C secs.Time takenfor step7 is 52 C secsandStep10 & 11 togethertake22
C secs.Hencethe total overheadof layer4 processingat the CPUis 129 C secs.In additionto layer4 processing
the CPU alsohasto handlelayer 5 datapathfunctions. As we will seelater in the paperthe overheadof layer
5 processingis small comparedto the layer 4 datahandling. Our resultsshow that the L5 systemis capableof
handlingover 7000layer 5 sessionsper second.Assumingan averagetransfersizeof 15 KB D per session,this
shouldbeableto sustainthethroughputof a Gigabitlink.E

15 KB is theaveragetransfersizefor theSPECweb96[16] benchmark
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4 HTTP Router

In this section,we explore theuseof theL5 systemin routingHTTP requestsusingURLs andothersessionlevel
information. This is particularlyusefulin environmentswheretheL5 systemis usedasa front endto a clusterof
Webcachesand/orWebservers.As a front endto a clusterof Webcaches,theL5 systemensuresthatthereis cache
affinity whenit is makingthedecisionto routea HTTPrequest.Thiseffectively increasesthenumberof pagesthat
arecachedin theclusterresultingin a greaterhit rate.Content-baseddispatchingcanalsobeusedasanalternative
to sharinga distributedfile systemacrossa clusterof webservers. In general,the requirementsfor eachof these
environmentsareslightly differentandit is worthwhileto considerthemseparately.

4.1 Dispatching to Web Caches

Recently, the needfor improved Web performancehasresultedin the creationof distributedWeb cachesthat co-
operatewith eachotherto increasetheamountof webcoveragethat they canprovide. Someof thesenetworksof
cachesarearrangedin a hierarchicalfashion[4, 18] Alternatively, Webcachescanbeorganizedasa loosecluster
of distributedcaches.In this case,eachcachekeepstrack of the pagesthat arecachedat their peersby running
a specialprotocolcalledInter-CacheProtocol(ICP) [19]. In typical installations, HTTP requestsfrom clientsare
distributedamonga clusterof cachesusinga layer4 dispatcher. If therequestedcontentis notpresentin thecache,
it is fetchedfrom anotherpeerwhereit belongsandis thenservedto theclient. An L5 systemworkingasanHTTP
routerobviatestheneedfor cachesto runICPandalsoreducesunnecessaryinter-cachetransfersof webpages.Ad-
ditionally anL5 systemcaneasilyidentify thenon-cacheablepages,suchasCGI scripts,andforwardtheserequests
directly to theappropriateserver. This not only reducestransferlatencies,but lessensthe loadon thecaches.The
L5 systemalsoimprovestheeffective throughputof thecacheclusterby partitioningthecontentamongthecaches.
Contentpartitioningreducestheworking setsizeof thecontentat eachnodeandthusimprovesthelikelihood that
thepagesarecachedin memoryratherthanstoredon thedisk.

TheCacheArrayRoutingProtocol(CARP)[17], isanalternativeto ICP. It routesWebrequeststo theappropriate
cacheby usinganimplicit mappingbetweentheURLs andthecaches.In CARP, a hashfunction is appliedto the
requestedURL anda single32 bit valueis obtained.Anotherhashfunctionis appliedto thenamesof eachof the
prospectivedownstreamcachesandthecorresponding32 bit valuesareobtainedfor eachof these.Thehashvalue
for the URL is thencombinedwith the hashvaluefor eachof the downstreamcachesanda resulting“score” is
obtained.TheWebrequestis forwardedto thecachethathasthehighestscore.For a clusterof Webcaches,anL5
systemworking asa contentawaredispatcheris anelegantalternative to CARP. It cantransparentlyinterceptthe
HTTP requestsfrom theclientsandroutethemto oneof thecachesin thecluster. Routingcanbeperformedeither
implicitly usingvariationsof CARP or throughan explicit mappingbetweenthe URLs and their corresponding
caches.Notethatwith acontentawaredispatcher, theclientsdonotneedto runCARPnordothey needto beaware
of thedownstreamcaches.

4.2 Dispatching to Web Servers

Content-baseddispatchingcanbequiteusefulin themanagementof largeWebsites,suchaswww.geocities. com
andwww.tripod.co m which hostmillions of Web pages.As mentionedbefore,thesesitesusemultiple Web
serversorganizedasa clusterto handlehigh volumesof traffic. Theserver clusteris front-endedby a layer4 load
balancerto distributetraffic amongthe server nodes.Sincelayer4 dispatchingis contentblind, all contenthasto
beaccessiblefrom eachnodein thecluster. Completereplicationof all contentis oneway to ensurethateachof
the servershasaccessto the full content.While completereplicationis feasiblefor small sites,it is wastefuland
expensive in largesites. It is alsoanadministrative nightmareto propagatetheupdatesto all serversandmaintain
consistency amongthem.An alternativeto completereplicationis to usea distributedfile systemwhich is mounted
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on all of theserver nodes.Oneof thedrawbacksof a distributedfile systemis that it increasestheloadon eachof
theservers. If thepageis not cachedlocally, theserver nodehasto first obtainthefile from a file server andthen
only canit serve it out to therequestingclient. This alsodoublesthenetworkoverheadasthepagehasto makeits
way from thefile server to theWebServer beforebeingsentout to theclient.

The L5 systemworking asa HTTP router is a perfectsolution for this environment. By dispatchingHTTP
requestsbasedon URLs, theL5 systemobviatestheneedfor a distributedfile systemor a completereplicationof
thecontent.It allows thecontentto bepartitionedor partially replicatedbasedon performanceneeds,resultingin
significantimprovementin theefficiency of theservercluster.

In orderto quantify theimpactof layer5 switchingon server performance,we conducteda simpleexperiment
usinga smallclusterof Webservers. Our testbedconsistedof threeIBM RS/6000model43P-200serversrunning
AIX 4.2,with eightPCsworkingasclients.Theserverswereequippedwith a PowerPC604eCPUrunningat 200
MHz with 32 KB of on-chip4-way associative instructionanddatacaches,a 512 KB direct mappedsecondary
cache,and128MB of RAM. Theclientmachineswere266MHz PentiumII PCsrunningLinux 2.0.35.Eachof the
serverswasrunningtheApacheversion1.2.4Webserver.

We usedthe SPECweb96[16] benchmarkto generateclient workloadfor our server cluster. The workload
generatedby SPECwebis designedto mimic theworkloadon regularWebservers.Morespecifically, theworkload
mix is built out of files in four classes:files lessthan1KB accountfor 35%of all requests,files between1KB and
10KB accountfor 50% of requests,14% between10KB and100KB, andfinally 1% between100KB and1MB.
Thereare9 discretesizeswithin eachclass(e.g. 1 KB, 2 KB, on up to 9KB, then10 KB, 20 KB, through90KB,
etc.),resultingin a totalof 36differentfiles in eachdirectory(9 in eachof the4 classes).Thenumberof directories
is basedon the target workload. For example,with a workloadof 500 requestsper secondtherewerea total of
100directories.Accesseswithin a classarenot evenly distributed;they areallocatedusinga Poissondistribution
centeredaroundthemidpointwithin the class.The resultingaccesspatternmimics thebehavior wheresomefiles
(suchas“index.html”) aremorepopularthantherest,andsomefiles (suchas“mydog.gif”) arerarelyrequested.

We conductedthreesetsof experiments- onewheretheentiresetof fileswasreplicatedoneachof theservers,
a secondsetwith someof the files sharedusingNFS,anda third setwith a partitionedfilesetandcontentaware
dispatching.For thefirst experimenttheentirefilesetconsistingof 100directorieseachwith 36files,wasreplicated
on all theserver nodes.For theNFSexperiments,we partitionedthefilesetequallyacrossthedifferentserversand
NFSmountedtheremainingfilesetsontoeachof theservers.For instance,with 3 serversin thecluster, eachserver
hada third of thefiles locally whereas2/3 of thefiles wereNFSmountedfrom theothertwo servers.For thethird
setof experiments,thefilesetwaspartitionedin thesamewayasin theNFSexperiment.However, in thiscasethey
werenotmountedontheothernodes,rathertheclientrequestswereappropriatelyroutedto theserverswhichhosted
them.

Figure5 shows thelatency vs. throughputplotsfor thethreesetsof experiments.As shown in thefigure,with
completelyreplicatedcontent,a two server clusterwasable to register a SPECWeb96performanceof over 300
ops/sec,anda threeserver clusterwasableto supportcloseto 450 ops/sec.With an NFS mountedfile system,
theserver clusterperformedvery poorly andbarelysupported200ops/secwith threenodesin thecluster. This is
not surprisinggiven that a majority of the requestswould not be found locally on the servers. If the file wasnot
cachedlocally thewebserverwouldfirst haveto obtainthefile throughNFSandthenserve it out to theclientwhich
effectively doubledthework involved. Thehighestthroughputwasachieved in thefinal setof experimentswhere
theclient requestswereappropriatelyroutedto theservers. In this casetheclusterof 3 serverswasableto support
closeto 500ops/sec.It is interestingto notethat the final experimentachieveda greaterthroughputthanthefirst
onewherethecontentwasfully replicated.Thereasonfor this higherperformanceis becausein thelastcaseeach
server seesa smallersetof distinctrequestsandsotheworkingsetsizeis reduced.This improvesthelikelihoodof
a serverbeingableto serve therequestfrom its memory.
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4.2.1 Content to Server Mapping

To beableto dispatchHTTPrequestsbasedonURLs,theL5 systemhasto know themappingfrom theURL to the
webserver (or cache)on which thepageresides.As a front-endto a clusterof Webcachesit maybesufficient to
routetherequestbasedona simplehashof theURL. A drawbackof thisapproachis thatthehashfunctionassigns
any given URL to a singleWeb cache. If therearesome“hot” pagesthat areaccessedvery frequentlythenthis
schemecanresultin a ratherpoor load distributionasmostof the requestswill be routedto a singlecachein the
cluster. Oneway of alleviating this problemis to modify the mappingfunction so that a URL mapsto a setof
candidatewebcaches.Therequestis thenforwardedto theleastloadedwebcache.Alternatively, a mappingfrom
theURL to Webcachecanbebuilt on thefly astheinitial HTTPrequestsaredispatched[11]. Whenanew request
arrives,it is assignedto theleastloadedcache.A hashtableis maintainedthatmapstherequestedURL to thecluster
nodeit is routedto. Whena repeatrequestarrives,a simplehashlookup identifiestheclusternodeon which the
pagecanbefound. This schemecanbemodifiedto allow a mappingbetweena requestanda setof nodes,with an
incomingrequestbeingassignedto theleastloadedcachein thisset[11].

WhentheL5 systemis usedasa front-endto aclusterof Webserverstheproblemis slightly morecomplicated.
In this case,theL5 systemis not responsiblefor distributingthecontentto differentserver nodesandhencecannot
learnit automatically. Consequently, its first taskis to identify the locationof the content. If the Web pagesare
organizedin a structuredfashion,a simplestatic configurationmay be sufficient. We are implementinga more
ambitiousschemewherethe L5 systemlearnsthe mappingusingan URL ResolutionProtocol(URP). In many
waysURPis similar to theAddressResolutionProtocol(ARP) [12] in thesensethatit usesa simplesetof request-
responsemessagesto resolve theURL to server mapping.

Whenever theL5 systemseesanew requestit multicastsanURPqueryto theall-server-nodes multicastgroup.
Eachserver noderunsanURPagentthatjoins this multicastgroup.Onreceiptof a URPquerytheagentchecksto
seeif therequestedURL is hostedonthisserver. If theURL is present,theagentsendsaunicastURPresponseback
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server1

server2

server3

L5 Switch
www.lycos.com/*

www.tripod.com/explore/sports/evel/read5a.html

www.tripod.com/explore/sports/feature/superbowl/index.html

www.tripod.com/explore/sports/feature/index.html

Responses from Servers Server1 => 11111
Server2 => 11000
Server3 => 00000

URL  request  =>  www.tripod.com/explore/sports/feature/index.html

www.tripod.com/explore/some/*
www.tripod.com/explore/more/*

www.tripod.com/explore/some−more/*

Figure6: Exampleof URL ResolutionProtocol

to theL5 system.Notethat theremaybemorethanoneresponseto anURPquery. If therearemultiple responses
to agivenquery, theL5 systemforwardstheHTTPrequestto theleastloadedserver. TheL5 systemalsostoresthe
URL to server ID mappingandusesit for all subsequentrequestsfor thispage.

In contrastto theWebcacheenvironment,in a clusterof webserversweexpecttheWebpagesto bedistributed
amongthe server nodesin a more structuredfashion. For instance,it is possiblethat all documentswith path
www.tripod.co m/ex plor e/s port s/* areon a singleserver machine.If that is thecase,it is sufficient for
the L5 systemto storethe mappingfrom this prefix to the appropriateserver, therebyaggregating the mapping
information.Aggregationnotonly reducesthememoryrequirementfor storingthemappingfrom aURL to aserver,
but alsospeedsup the lookupprocess.However, discoveringstructurein thecontentspaceandexploiting that for
aggregationis nota trivial task.

TheURPagenton theL5 systemattemptsto discover thestructurein thecontentspacefrom theURPresponse
messageandusesthat informationfor constructionof the URL routingdatabase.The aggregationprocessis best
describedwith anexample.Considertheclusterof serversshown in Figure6 andassumethattheWebpagesaredis-
tributedamongthe serversas indicatedin the figure. Whenthe L5 systemreceivesa GET requestfor the URL
http://www.tr ipod .com /ex plor e/sp ort s/fe atur e/i ndex .htm l it multicaststhe corresponding
URP query to all the servers. The serverscheckfor pageswith increasinglengthsof prefixes andrespondwith
abit vector. If aserverhostspageswith aparticularprefix, it setstheappropriatebit in thebit vector. Otherwise,the
bit is cleared.For example,considertheresponsefrom server2. It haspageswith www.tripod.co masaprefixas
well aspageswith www.tripod.com /exp lore asaprefix. Consequently, it setsthefirst two bitsin its response
with all theremainingbitsclearedasit doesnothave any pageswith www.tripod.co m/explo re/s por ts .

TheL5 systemcollectsall theresponsesandidentifiestheserver (or servers)whoseresponsematchesthe full
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Maxlevel Lookuptime( G sec) Memory(KB)

1 2.38 8.4
2 4.69 30.10
3 8.98 116.93
4 9.93 416.55
5 10.00 462.26

Table3: URL lookupperformanceusinghashtree.

URL. Thisis theserverwhichcanservetheURL request.It thenidentifiesthefirst bit positionfrom theleft whereall
theotherresponseshaveazero.Thisindicatesthesmallestprefixin theURL thatcanbeusedto unambiguouslymap
URL requeststo this server. For theexampledepictedin Figure6 theL5 systemconcludesthatServer 2 contains
all thewebpageswith pathwww.tripod.c om/e xpl ore/ spor ts/ * . Note thatwe do not assumereliability
in theURPprotocolandsotheaggregationis only performedif a responseis receivedfrom all theservers.

4.2.2 URL Lookup

Oneof theimportantcomponentsof HTTProutingis findingtheservernodethathoststherequestedWebpage.The
datastructureusedto storethismappingof URLs to server nodes,dependson thespecificapplicationenvironment.
For example,for routing in a Web cacheclusterwherethe contentspacehasvery little structure,a hashtable is
probablythe bestchoice. For routing in a Web server cluster, it may be possibleto exploit the structurein the
contentspaceby usinga datastructurethat allows prefix matches.We areconsideringboth hashtablesanddata
structuresthatfacilitateprefix matchingfor usein theL5 system.For prefix matchingwe usemultilevel hashtrees
whereeachlevel in thehashtreecorrespondsto a level in theURL.

WhentheL5 switchusesa flat hashtableto storetheURL routingdatabase,thelookupprocessis very simple.
TheURL containedin therequestsis hashedusinganappropriatehashfunctionandthecorrespondinghashbucket
is searchedfor a completematch. If a matchexists, therequestis forwardedto theappropriateserver node. If the
searchingof the hashbucket fails to yield a match,the URL resolutionprotocol is invokedto resolve the URL.
Searchingthrougha multi-level hashtreeis a bit morecomplex. In this case,the L5 systemsearchesthroughthe
treelevel by level. At eachlevel it usesthehashof thecorrespondingsub-stringin theURL asthekey. Thesearch
continuestraversingthetreeuntil eithera matchingleaf hasbeenreachedor a mismatchhasbeenidentified. In the
first case,therequestis forwardedto theappropriateserver whereasin thesecondcase,URPis invokedto resolve
theURL.

To estimatetheoverheadof URL lookup,we constructeda multilevel hashtreewith about20,000URLs from
the1996OlympicWebsite.Westartedwith asimplehashfunctionandsetthedefaultsizeof all hashbucketsto256.
After populatingthetreewith all theURLs,weexaminedthehashbucketsandrevisedthehashfunctionsandbucket
sizesto minimizeoverflow andunderflow conditions.Table3 shows theoverheadof URL lookupboth in termsof
thelookuptimeaswell asthememoryconsumptionfor differentlevelsof aggregation.Sincewedon’t know exactly
how the pagesweredistributedacrossthe differentserverswe can’t predictthe exact amountof aggregationthat
is attainable.Ratherwe list the resultsfor differentlevelsof aggregationwhereanaggregationto level 3 implies
thatonly thefirst threecomponentsof the pathnamearerequiredto identify the server (or servers)on which the
pageresides.Thelookuptimewascomputedby measuringtheaveragesearchtimefor theURLsover a traceof 7.5
million requestsservedby the1996OlympicWebserver.

As shown in the table, the accesstime variesfrom 2.38 G secwhenthe tree is aggregatedafter the first level
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to 10 H secwhen the tree is aggregatedafter the 5th level. Note that aggregation dramaticallyreducesmemory
consumption.To comparethis resultto theperformanceof theflat hashscheme,we createda flat hashtablewith
thesamenumberof bucketsthatareusedin thefull hashtree.Theaveragelookuptime usingtheflat hashscheme
was5.87 H sec.Theamountof memoryrequiredto storetheflat hashtablewas1 MB, morethandoubletheamount
requiredfor the full multilevel hashtree. This is dueto thefact that in theflat hashtableeachnodestoresthe full
URL asopposedto thepartialURLsstoredby eachnodein themultilevel hashtree.

Due to the large numberof clientsandservers requiredto saturatethe system,it is very difficult to measure
theactualthroughputof theL5 system.Hence,we estimatethethroughputof theL5 systemasa HTTP routerby
measuringtheoverheadof HTTPparsingandURL lookup.Ourresultsshow thattheoverheadof HTTPparsingand
URL lookupis substantiallysmallerthanthelayer4 functionsperformedby theCPU.Ontheaveragethecombined
costof HTTP parsingandURL lookup is about15 H sec. So it takesa total of 144 H sec(129 H secdueto layer4
processing)to routea HTTPrequest.This translatesto a throughputof around7000connectionspersecond.

5 Self Learning SSL Dispatcher

Electroniccommerce(e-commerce)applicationsareoneof thefastestgrowing segmentsof the Internet.Themost
conspicuousfeaturethat differentiatesan e-commerceapplicationfrom other Internetapplicationsis security. In
almostall instances,theSecureSocketsLayer(SSL)protocol[6] is usedto ensuresecurityin e-commerceapplica-
tions. While theimportanceof SSLin thecontext of e-commerceapplicationscannotbeover-stressed,it addssig-
nificantoverheadto protocolprocessing,especiallyat theserver end.Consequently, largee-commerceinstallations
useclustersof serversto improve scalability. In this section,we discusstheproblemsassociatedwith dispatching
SSLsessionsto thenodesin aserver clusterandshow how theL5 systemcanbeusedto addressthisproblem.

5.1 SSL Session Reuse

SSL typically runsover TCP. A client wishing to establisha securechannelto theserver hasto first setupa TCP
connectionto theserver. OncetheTCPconnectionis established,theclient andtheserver authenticateeachother
andexchangesessionkeys. Thisphaseis knownastheSSLhandshakeandit is computationallyveryexpensiveasit
typically involvespublickey cryptography. Oncethehandshakeis complete,thetwo partiessharea secretwhich is
usedto constructa securechannelbetweentheclientandtheserver. In contrastto thehandshakeperformedduring
the establishmentof a new session,the reestablishmentof an SSL sessionis relatively simple. The client simply
specifiesthesessionID of theold or existing sessionit wishesto reuse.Theserver checksto determineif thestate
associatedwith this sessionis still in its cache.If the sessionstateexists in thecache,it usesthe storedsecretto
createkeys for thesecurechannel.

Figure7 shows a typical messageflow betweena client anda server duringSSL handshakeandthe numbers
in bold indicatetheoverheadassociatedwith eachstep.Theserver certificateswerefor 1024-bitprivatekeys. All
measurementswereon anRS/6000model43Pequippedwith a 200MHz PowerPC604erunningAIX 4.2. As is
clearfrom the figure, reuseof existing sessionstatecanreducethe costof connectionsetupby several ordersof
magnitude.Sincethesessionsetupoverheadis a very significantpartof the total overheadassociatedwith secure
transactions,effectivesessionreusesubstantiallyimprovesthenumberof securetransactionshandledby theserver.

Figure8 shows the impactof sessionreuseon theperformanceof NetscapeEnterpriseServer 3.5 andApache
1.2.4(with SSLeay0.8).For theseexperiments,weusedanIBM RS/6000model43Pastheserver. A clusterof PCs
runningSPECweb96,suitablymodifiedto generateHTTPS I traffic, wereusedasclients. We usedRC4[14] for
dataencryptionandMD5 [13] for messageauthentication,sincethesearethemostcommonlyusedciphersin realJ

HTTPrequestsoverSSL.
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Figure7: Messageflow in SSLhandshakeprotocol.

life T . Wevariedthedegreeof sessionreusefrom 0-100%.Whensessionreuseis 0%all SSLsessionssetupbetween
the server andthe clientsrequirea full handshake.Whensessionreuseis 100%,only thefirst SSLsessionsetup
betweentheserver anda client involvesa full handshake.All subsequentconnectionsreusethealreadyestablished
sessionstatebetweenthe server andthe client. Whenthe percentageof sessionreuseis between0 and100, the
clientsreusethe samesessionfor a certainnumberof timesdependingon thevalueof the reusepercentage.The
figuresspeakfor themselvesandclearlydemonstratethebenefitsof sessionreuse.

In therestof thissection,we focuson SSLsessionreusein thecontext of a server cluster. To betterunderstand
theproblemconsidera scenariosimilar to theonedepictedin Figure3 wherea clusterof Webserversareserving
HTTPrequestsover SSL.TheL5 systemis responsiblefor dispatchingtheincomingSSLconnectionsto theserver
nodeswith the objective of balancingthe load amongthem. This scenariois typical of many large e-commerce
installationswhich have to handlethousandsof secureWeb transactionsevery second.At present,the common
practiceis to usea layer 4 load balancingswitch that distributesconnectionsto server nodesdisregardingSSL
sessionlevel information.Sincetheserver nodesdonot sharetheir sessioncaches,thisapproachleadsto poorSSL
sessionreuseefficiency. An easyway to improve thereuseefficiency is to routeall connectionsfrom a client to the
sameserver node.Unfortunately, this approachmaycausesevereloadimbalanceamongthenodesin thecluster. A
layer4 dispatchercannotdistinguishbetweentwo differentclientsthatarebehindthesamefirewall or proxy. As a
result,it routesconnectionsoriginatingfrom all clientsbehinda firewall or aproxy to thesameservernode,leading
to massive loadimbalance.Sincea largepercentageof Internetclientsarebehindproxiesandfirewalls, thisposesa
seriousproblemwith noobvioussolutions.

From the above discussion,it is clear that a clusterenvironmentcomplicatessessionreuseunlessthe cluster
nodessharethe sessioncache.While sharingof sessioncacheis feasible,therearemany technicalobstaclesthat
makesit difficult. First, for securityreasons,it is not advisableto makethe sessioncacheaccessibleover the
network. Even if onedisregardsthe securityadvisory, at a minimum onehasto makesurethat both the session
cachesandtheir clientsauthenticateeachotherappropriately. Creatingsuchan infrastructurerequiresa complex
configurationandis anadministrativenightmare.Second,this approachrequiresmodificationsto theSSLlibraries
andstandardizationof sessioncacheinterfacessothatdifferentimplementationsof SSLcansharethesessionstate
informationwith eachother.

An elegantandmuchbetteralternative to sharingtheSSLsessioncacheamongthenodesin a clusteris to use
a SSLsessionawaredispatcher. Sucha dispatchercanlearntheSSLsessionto clusternodemappingsby snooping
onSSLmessagesandcandispatchthesessionreuserequeststo theappropriateserver nodesusingthismapping.InU

BothNetscapeandMicrosoftWebbrowsersuseRC4andMD5 asdefaults.
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Figure8: SPECweb96performanceonaclusterwith 2/3servers.

thefollowing,we describehow theL5 systemcanbeusedfor thispurpose.

5.2 Session Aware Dispatching

The basicstepsinvolved in sessionawaredispatchingof SSL connectionsaresimilar to the URL basedrouting
discussedin the previous section. As the client requestto setupa TCP connectionarrivesat the L5 system,it is
interceptedby theport controllerandis forwardedto theCPU.TheCPUestablishesa connectionto theclient and
waitsfor theSSLsessionsetupmessage.Uponreceiving theSSLsessionsetupmessage,theSSLprotocolprocessor
parsesthemessageandextractsthesessionID containedin themessage.Basedon thesessionID it decideswhich
server nodehassessionstatecorrespondingto this session.Oncethe appropriateserver is identified,it setsup a
secondconnectionto theservernodeandforwardsthesetuprequest.Theresponsefrom theserver is interceptedby
theportcontrollerandis forwardedto theCPU.TheCPUparsesthemessageandextractsthesessionID information
containedin it to updateits sessionID to server nodemapping.It thensplicesthetwo connectionsandgetsout of
thedatapath.

Understandingthestepsinvolvedin SSLsessionawaredispatchingrequiresa knowledgeof the messageflow
involved in SSL sessionsetup(seeFigure7). After the underlyingTCP sessionhasbeenestablished,the client
initiatesthe SSL connectionby sendinga Hello messageto the server. The Hello messageincludesa sessionID
field whichis emptyif anew SSLsessionis to beestablished(Figure7(a)). In responseto theclientHello, theserver
picksa sessionID andthensendsa Hello of its own which includesthe sessionID. The server Hello is followed
by theserver certificatewhich containstheserver’s publickey. Theclient verifiesthecertificate,generatesa secret,
andencryptsit with thepublic key obtainedfrom theserver’s certificate.This is sentto theserver which performs
a decryptionusingits privatekey, thusobtainingthesecret.This sharedsecretis thenusedto generatesymmetric
keys for encryptionandmessageauthentication.Until thispointall themessagesareexchangedin theclearandare
potentiallyavailableto the L5 system.Oncethe secretkeys have beengeneratedby bothsides,theclient andthe
server startusingencryptionandmessageauthentication.

Whenreconnectingto thesameserver, a client canreusethesessionstateestablishedduringa previous hand-
shake.In thiscasetheclient sendsa Hello messagewhich includesthesessionID of thesessionit wishesto reuse.
If theserver still hasthesessionstatein its cache,theclient andtheserver undergoa shortexchange(Figure7(b)),
leadingto thereestablishmentof thesessionstate.Otherwise,theserverpicksanew sessionID andafull handshake
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Figure9: Impactof sessionsessionawaredispatchingonserverperformance.

is performed.It is importantto notethateven in this casetheclient andtheserver Hello messagesaresentin the
clear.

The L5 systeminterceptsthe client Hello messageandextractsthe sessionID. If the sessionID is zero, that
meansa new sessionhasto beestablished.Server affinity doesnot dictatethesessionroutingdecisionin thiscase.
Instead,loadbalancingamongtheclusternodesis usedastheguidingcriterion. If thesessionID is non-zero,the
SSLprotocolprocessorsearchesits databaseof sessionID to clusternodemappingsto determinewhich server the
connectionshouldberoutedto. TheL5 systembuildsup thesessionID to server nodemappingby interceptingthe
server Hello messagesandextractingthesessionID setby theserver. NotethattheL5 systemdoesnot requireany
additionalconfigurationfor SSLsessionawaredispatchingbeyondwhatis requiredfor loadbalancing.As it routes
requeststo setupnew SSLsessionsusingthe guidelinesfor load balancing,it automaticallylearnsserver nodeto
sessionID mappingsandusesthis informationto routesessionreuserequests.

SessionID to server nodemappingsaretimedout aftera configurabletimeoutperiod. If the timeoutvalueis
chosento bethesameastheserver’ssessioncachetimeout,it is possibleto achievenearperfectreuseefficiency. If
the timeoutvalueusedby the L5 systemis larger thanthatusedby the server nodes,a reuserequestmaybemis-
routedto a server nodewhich no longerhasthesessionstatein its cache.On theotherhand,if theL5 systemuses
asmallertimeoutvaluethantheserver, it maynothave thesessionID to servernodemappingwhena reuserequest
arrivesat thesystem.In eithercase,a new sessionhasto beestablishedbetweentheclient andtheservernode.The
L5 systemlearnsthesessionID for thisnew sessionby snoopingon theserverHello message.All subsequentreuse
requestsareroutedcorrectly.

Figure9 shows the impact of sessionawaredispatchingon the Apacheserver 1.2.4 usingSSLeay0.8. For
this experiments,we usedthreeidenticalserverssimilar to the oneusedfor experimentsin Figure8. The load
wasgeneratedusinga PC clusterrunningSPECweb96suitablymodifiedto generateHTTPStraffic. Figure9(a)
shows theperformanceof theserver clusterwhenthe loadbalanceris unawareof layer5 sessionsanddispatches
connectionsbasedon layer4 informationonly. Figure9(b) shows the performanceof the server clusterwhenthe
connectionsareroutedto maximizesessionreuse.In bothcases,wevariedthedegreeof sessionreusefrom 0-100%.

As Figure9(a)shows,whenSSLsessionsareblindly dispatchedto nodesin thecluster, theaggregatethroughput
of the clustersaturatesat around30-35 connectionsper seconddependingon the degreeof sessionreuse. As
expected,the degreeof sessionreusehaslittle impacton performance.Thereis however an interestinganomaly
that canbe observedat low utilizationswherethe latency increaseswith the degreeof sessionreuse.This is due
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to the fact thatApachemaintainsa global cacheto storeall SSLsessionstatein additionto theper-processcache
maintainedby theserver processes.While processinga reuserequest,theserver processfirst checksits local cache
for a hit. If it fails to find a matchin its local cacheit searchestheglobalcachefor a hit. As thedegreeof session
reuseincreases,so doesthis futile searchthroughthe global cache. This resultsin an increasedlatency for the
connectionsthat requesta reuseof sessionstate. This resultsin a higheraveragelatency as the level of session
reuseis increased.Whentheutilizationlevel is sufficiently highasignificantamountof time is spentwaitingfor the
CPUandsothiseffect is maskedat higherloads.Figure9(b)demonstrateshow SSLsessionawaredispatchingcan
substantiallyimprove theperformanceof theserver cluster. In thiscaseasthedegreeof reuseincreasessodoesthe
throughputof theserver cluster. With 80%sessionreusethethreeserver clustercansustaina throughputof about
100connectionspersecond,almosttriple the throughputachieved in thepreviousexperimentat thesamelevel of
reuse.With 100%reusewe observeasix fold improvementin theperformance.

We are in the processof evaluatingthe performanceof the L5 systemasa sessionawaredispatcherof SSL
connections.Preliminarymeasurementsindicatethat theCPUoverheadfor routingSSLsessionsbasedon session
ID is verycloseto thatof routingHTTPsessionsusingURLs.WeestimatethattheL5 systemwill beableto handle
about7000HTTPSrequestspersecond.

6 Conclusions

In this paper, we shareour experiencesin thedesignandimplementationof a layer5 switchingsystemnamedL5.
TheL5 systemusessessionlevel informationin additionto layer2-3-4informationto routetraffic in thenetwork.It
combinesthefunctionalitiesof anapplicationlayerproxyandthedatahandlingcapabilitiesof aswitchinto asingle
system.By migratingall of the layer4 processingto theport-controllerswe areableto achieve a high throughput
throughtheL5 system.In thispaper, wealsodiscusstheusefulnessof theL5 systemasacontentbasedrouterfront-
endingaservercluster. Usingapopularwebbenchmark,weclearlydemonstratethebenefitsof theL5 systemin the
context of two applicationexamples,namelyURL basedroutingandsessionawaredispatchingof SSLconnections.

Thework presentedin this papercanbeextendedin many ways. We arecurrentlyexploring theuseof theL5
systemfor contentbasedservicedifferentiation.Contentbasedservicedifferentiationis particularlyusefulin large
e-commercesitesto differentiateseriousbuyersfrom casualbrowsers.Contentbasedservicedifferentiationcanalso
beusedto provideservicedifferentiationbasedonuserprofiles.Webserversoftensetcookiesto identify usersand
tracksessioninformation.TheL5 systemcanmakeuseof thecookiesin theHTTP requeststo determinethelevel
of servicerequiredby a givenconnection.We arealsoinvestigatingthe usefulnessof theL5 systemasa content
basedfilter at ISPandcorporateaccessgateways.
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